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Abstract

Social media is an entity that has permeated the lives of almost every individual in the
modern world. Over the last decade, the number of active social media users globally has
more than doubled from 2 billion to 5 billion active users. This is only expected to grow
as the internet becomes increasingly accessible worldwide. While much research has
been done to uncover the negative effects of social media on mental health, addiction,
and misinformation, little can be done to fully address the concerns brought about by
various social media platforms, as they have become too complex and expansive to
control.

What has become increasingly apparent in recent years is that what people see on social
media can shape user perceptions. From online discourse in comments sections, to the
widespread popularity of social media influencer marketing, to social phenomena like
cancel culture, people are fed a constant stream of content that both consciously and
unconsciously reshape how opinions are formed. This influx of information, when paired
with social media’s engagement-focused algorithms, creates the perfect breeding
ground for the rapid spread of disinformation, and the agendas that they bolster.

This research project explores the systemic issues surrounding influence operations
carried out on social media platforms. Through the use of a synthesis map, it will present
the various stakeholders involved in the process, from top to bottom, and uncover
different patterns in influence operation tactics around the world. Furthermore, the
project will illustrate the dynamics that have led to inefficacies in today’s solutions. By
introducing users to the different players within the system, their agendas, and the pinch
points they cause, readers will be able to better understand the power imbalances and
tensions that have led to systemic fragmentation. The aim of this systemic exploration is
to provide awareness for users by shedding light on the social media ecosystem as it
relates to influence and perception, and to aid individuals in making informed decisions
as they traverse the internet.
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Introduction

Scope and Context

In the last few decades, social media has been perceived as a double-edged sword in the
modern world. In its early forms, it was lauded as an opportunity to connect with
likeminded people and share information with wider audiences. Now, platforms are
heavily associated with addiction, psychological manipulation, and data privacy risks,
and they receive constant criticism (Li & Wagner, 2022; Olaniran, 2020).

One facet of social media that has come under criticism is its ability to influence and
skew user perceptions (Fitzpatrick, 2018). The income streams set up by different
platforms, which revolve around increased user engagement and paid media revenue,
allow for some voices to echo louder than others through advertisements and sponsored
posts. While mostly unnoticed by users on an individual level, the aftereffects of these
large information ecosystems become more apparent when user behavior patterns of
larger audiences are observed. Within the last decade, social media is believed to have
impacted the outcome of national elections, public sentiment about geopolitical issues,
and perceptions of specific racial groups (Gordichenko, 2021). Different approaches have
been proposed to mitigate the risks associated with different platforms, but as they
continue to grow and develop, no real long-term solutions have been implemented that
both protect users, while granting them the freedom that social media is supposed to
provide. This is well illustrated in the case of Section 230 of the United States of
America’s Communications Decency Act of 1996, which has been met with mixed
reception for either supporting free speech or allowing platforms to get away with
spreading false information (Draper, 2022).

Because social media has grown to serve different purposes, audiences, and
geographies, it is difficult to fully present the complex interrelations between the
information ecosystem. However, this research aims to contextualize how it is utilized to
sway influence, and how users respond to changes on the platforms they grow attached
to. To do this, this research will look at social media influence operations that are carried
out on social networking, media-sharing, and microblogging platforms, evaluating them
on both a macro and micro level. The research will focus on these types of social media
both due to their widespread use and the unencrypted nature of their information
systems, which allows for a more consistent and transparent analysis of platform
regulation.
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This paper is comprised of a contextual review and horizon scan to identify patterns
within global influence operations; a collection of existing and currently proposed
measures to address various issues surrounding social media platforms; semi-structured
interviews; and a map to uncover how these various actors and actants influence each
other and fail to create effective change. Providing readers with an introduction to the
inner workings of political influence operations carried out on social media, readers will
be better informed of how information flows online, and will be more equipped to
navigate online platforms.

Research Question

To guide the exploration of the social media space and the operations that are carried
out within it, the following question will guide how the research will be carried out.

Primary Research Question: In what ways are political influence operations reshaping
perception on social media platforms, and what factors contribute to their success?

Though there is existing research on different types of influence operations, existing
cases of social media influence operations, and the policies, regulations, and mitigations
that try to reshape the online information space, this research aims to examine the
system from a macro lens. Though there is a wide range of ideologies and agendas that
give operations their purpose, this paper will focus on political aspects due to the direct
impact that the state can have on social media and vice versa. Through systemic
exploration, this paper aims to explore the complex relationships between forces that
strengthen or weaken the dynamics in social media influence operations around the
world, and how platforms, policies, and individual people are responding in different
geographic regions. By analyzing these different regions, observations may be drawn for
what drives inefficacy in various approaches and why.

Methodology

This project utilizes a combination of systems thinking tools to contextualize influence
operations as they are carried out on social media platforms. The Systemic Design
Toolkit was used as a reference to perform an exploration of the social media space and
identify relationships, patterns, and insights (Jones & Van Ael, 2023). To better represent
these uncovered insights, the results of this systems exploration were integrated into a
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synthesis map for a more comprehensive understanding of social media influence
operations and their different moving parts.

Initially, this research project aimed to look at social media platforms and how they affect
perceptions, credibility, and culture, but after performing an initial contextual review, the
scope was narrowed to instead focus on influence operations, primarily in the area of
local and geopolitical perceptions.

The resulting research will be a synthesis map explaining the systemic components,
actors, and a global snapshot of how various regions are coping with their corresponding
social media influence operations. Furthermore, this map will present dynamics between
these moving parts, presenting the key issues that are inhibiting long-term and positive
change in the social media information space. This written paper acts as a supplement to
the synthesis map, expounding on research and providing readers with additional
context.

The Systemic Design Toolkit

To answer the questions framing this project, the research used the first three steps of
the Systemic Design Toolkit: Framing the System, Listening to the System, and
Understanding the System. These three steps are integral to systems exploration,
allowing the research to establish system boundaries, observe behaviors, and explore
the forces that create these behaviors (Jones & Van Ael, 2023).

Framing the System

1 Literature Review
A broad exploration of the existing system was performed to better define the
scope and boundaries of the study. The literature review was done in two parts:
an initial literature review to contextualize social media use and perceptions, and
a secondary review that focused on real world examples of influence operations
around the world. Both rounds of reviews gathered information from a variety of
sources, including peer-reviewed journals, books on social theory, public datasets,
news and media articles, documentaries, and opinion pieces.

Listening to the System

1 Horizon Scan
Using information gathered during the literature review, the current landscape of
social media and influence operations was contextualized using a STEEP-V lens,
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evaluating social, technological, environmental, economic, political, and values-
based information (Loveridge, 2002). This allowed for the identification of patterns
and high-level trends that allowed for a better understanding of how the space
and industry are changing, as well as how people, platforms, and policies are
currently responding to this change.

Due to the global reach that social media and influence operations have, the
information from the literature review and horizon scan were also sorted into
tables by region to identify patterns for future analysis.

Expert Interviews

One of the questions that remained since the beginning of the research period
involved uncovering why the many approaches and existing mitigations to the
issues surrounding social media and its information spaces have yet to fully
address its negative effects. Though white papers and peer-reviewed journals
have been written about this on a higher level, consulting with experts who are
familiar with specific cases and examples allowed for a more targeted view that
could guide the research process.

Participants are experts who work in the fields of social media studies, sociology,
or information ecosystems. Interviews were semi-structured and focused on
validating secondary research about the evolution of social media, their
algorithms, and how perceptions and trust are established online. Existing
influence operations were discussed to better understand how different types of
information move across social media spaces to reach target audiences.
Additionally, experts discussed existing mitigations for the issues surrounding
influence operations, as well as the challenges that they may sometimes bring
about to different stakeholder groups. This first set of interviews illuminated both
patterns and additional challenges that some pre-existing solutions create for
various stakeholder groups but also uncovered individual user behaviors that
could be expounded on.

User Interviews

While the initial horizon scan looked at pre-existing research on user behavior and
perceptions, this research was qualitative and limited to a specific geography. To
better understand the system from top to bottom, six semi-structured interviews
were also conducted with self-identifying active social media users. These
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individuals were aged 20-30, based in 4 different countries, and were active on at
least two social media platforms. Using the insights from both the horizon scan
and the expert interviews, users were asked about how they both engage with
and trust what they see on social media. A short activity was also held during the
course of the interview to gauge users’ perceptions of the different kinds of
content they commonly find on different platforms. Through this second set of
interviews, patterns in the level of trust that users have, as well as what intentions
guide their social media usage were identified.

Understanding the System

1 Systems Mapping
A combination of systems frameworks was used to synthesize data and identify
patterns and relationships within the information collected during the previous
phases of the research. These were translated into visual models that could be
used to identify the systemic issues within the social media influence operations
sphere.

To best illustrate the cause-and-effect reactions within influence operations,
Causal Loop Diagrams were used to show the dynamics within the system
(Barbrook-Johnson & Penn, 2022). Additionally, these loops were used to identify
which relationships and influences are acting as pinch points and that are
inhibiting long-term and positive change.

1 Insights
Because the aim of the research study is to provide food for thought at the user
level, and to hopefully spark conversation about change within social media
systems, it is important that the way by which insights are presented is digestible.
While a synthesis map is the best way to provide an overview of the system,
explanations will be simplified to better match the intended audience.

10
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Chapter I: Subject Matter

Since its early conception in the 1990's, social media has grown to become a mammoth
paradoxical force that is correspondent to the modern world (Dhingra & Mudgal, 2019).
While it's extremely successful at breaking down barriers and connecting people, it also
has the power to deepen divides between its users. The heavy focus of social media
platforms to increase engagement, when combined with the new technologies that allow
them to be more effective in doing this, has led to their reputation as echo chambers that
reinforce bias.

These echo chambers of social media are built upon the values of a post-truth society,
wherein personal perceptions affect the levels of perceived trust and credibility (Fuentes
& Alberto, 2022). On these platforms, truth is relative, and people are instead left to
decide on what or whom they believe in. This highly complex ecosystem, where anything
goes, has created the ideal information marketplace for larger organizations to churn out
copious amounts of dis- or misinformation, push their agendas, and subconsciously
manufacture "truths” that benefit them.

While the detrimental effects brought about by social media have long been known,
policy takes more time to catch up to the constant changes platforms make to their ways
of working (Rochefort, 2020). Both restriction and regulation have been common
approaches, but these have been met with mixed results. Additionally, policy is
geographically bound, while social media platforms are highly globalized. Platforms have
also been encouraged to take initiative and mitigate psychological harm and data
privacy risks associated with social media through their content policies, but too much
change could be detrimental to these engagement-driven systems (Peter, 2024).

Social Media: A Brief History

The rapid development of the cyberspaces containing social media is a natural
progression due to the acceleration and integration of everything, which results in
multiple technologies and industries converging into a singularity. This convergence
theory is exemplified by the Internet, which has “absorbed” other forms of media, such as
newspapers, magazines, television (Adams et al, 2018). As social media exist within the
Internet, they are also subject to constant reinvention, expansion, and transformation.

N
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While social media has existed since the 1980’s with the online communities like UseNet
(Mclintyre, 2014), one of its biggest turning points was in 2006, two years after the
creation of Facebook. Mark Zuckerberg, then falling behind existing social media
platforms but not wanting to be bought out, was forced to pivot how his platform worked
to stay afloat. Since then, many new platforms, like Instagram and TikTok have been
introduced, each one answering to slightly different purposes—socializing, posting
photos, sharing opinions, and more. Evidence continues to show that social media is
becoming a force that permeates human identity and psychology, and can affect how
people think, act, and relate to one another (Fisher, 2022).

Types of Social Media

As previously outlined in the project scope, this research would be considering three
types of platforms in evaluating the social media system: online social networking
platforms, media sharing platforms, and microblogging platforms. Though some social
media sites have overlapping functions, they will be evaluated based on their primary or
distinguishing function, guided by the following definitions outlined by Koukaras, Tjorijis,
and Rousidis (2019).

1 Online social networking platforms
These platforms primarily function to allow its users to connect with real world
friends or acquaintances online. Interaction can take place through posts, status
updates, media sharing, and messages. Facebook and LinkedIn are examples of
online social networking platforms.

1 Media sharing platforms
Platforms of this variety primarily function as a means of sharing video, audio, or
photos to either a private following, or to a wider audience. TikTok, YouTube, and
Instagram are all examples of media sharing platforms.

1 Microblogging platforms
These platforms let users share short and concise textual and multimedia content,
and these are usually maintained by an individual or by a community. Microblogs
allow users to connect with a wider audience, as connections do not necessarily
have to be with real world acquaintances. X and BlueSky are both microblogging
platforms.

A key factor to mention in evaluating the functions of social media platforms is their
secondary features. Over time, many platforms have added messaging or chat features,
which are on their own, another form of social media. However, due to the varying

12
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regulatory mechanisms for messaging and chat applications, in which content shared is
private and encrypted.

Engagement and Paid Media Revenue

Because social media is widely accessible, metrics of success vary from older forms of
media, like magazines and newspapers. Instead of tracking sales targets, most social
media platforms capitalize on user engagement, or how much a person interacts with
and spends time on a platform. To do this, social media sites like Facebook have
increased the visibility of groups that are more active and are programmed to promote
increased interaction by recommending content and targeted ads based on keywords
and search terms (Fisher, 2022).

Social media’s algorithms are primarily run by recommender systems, which filters
information so that users see what is most relevant to them. There are three broad
subclasses based on recommendation approaches, and they are further outlined in
Figure 1 (Roy and Dutta, 2022).

content content
profile 1 profile 2

(e

likes likes
content 1 content 2

user

recommends
content

e 06 o
== @ & [. aa .J
4’( )4— user neighborhood

aggregated user profile

Content-based Collaborative filtering
recommender system recommender system
Figure 1. Mechanisms behind recommender systems.

1 Content-based recommender systems sort item or post data into different
profiles based on features or description. When users respond positively to a
piece of content, similar posts are aggregated to build a user profile. These posts

13
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bearing similar characteristics are presented to users. This classification of
recommender system is based on the activity of a single user in relation to the
content that they actively engage with.

1 Collaborative filtering utilizes different user profiles that the system deems
similar. The perceived likes and dislikes of user profiles are used to recommend
overlapping content to users with similar profile. This allows users to potentially
expand the range of content they view.

1 Hybrid approaches aggregate two or more filtering techniques to counteract and
balance some of the limitations of traditional content-based or collaborative
filtering.

Another revenue stream for social media that overlaps more with traditional forms of
media is the focused on paid advertising. Through paid media advertising, certain posts
are boosted, sponsored, or promoted so that they appear on a user’s feed or timeline
(Voorveld et al,, 2018). While this form of digital marketing on social media is primarily
attributed to consumer products, it also has other applications, including politics,
thought leadership, advocacies, education, and public service announcements.

When these two features of social media are utilized in tandem, various organizations
can sponsor posts for increased visibility, and once they get users to engage, a post can
organically reach a wider audience. This self-supporting system is what allows people
and posts to go viral overnight, for trend to spread like wildfire, and for influence
operations to grow and flourish.

Types of Engagement

Engagement can be described as measurement for how users are interacting with a
piece of content, with increased attention and interaction translating as higher
engagement (Chayka, 2024). Although social media platforms measure success through
engagement, there is a range of methods by which engagement on social media can be
measured. For this research project, types of engagement will be based on user activity,
as outlined by Kaye (2021).

Interactive social media use

This is exhibited by an active exchange or sequential impact on another when
engaging with content, such as a communicative exchange. These can be interactive
threads of comments that involve actively replying.

14
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Reactive social media use:

This type of engagement perceives the user as a an audience to the information
exchange, and they are primarily reacting to others. They can interact with content,
through actions such as liking, sharing, or unilaterally commenting, but this does not
largely impact the original content sharer.

Broadcasting social media use:

This type of interaction is the unilateral sharing of information with others, and this
does not necessitate interactivity with others. Examples of this type of use are posting
on one’s timelineg, or sharing Stories, which subject others to seeing what the user is
sharing, but does not require a reply.

Passive social media use:

This final type of engagement also perceives the user as an audience to shared
content, but unlike reactive social media use, does not involve any behavioral
engagement. Instead, the user may access information by clicking in to access
content, or viewing what is presented to them, but they remain viewers who do not
like, share, or comment.

Social media, through algorithmic recommendations and engagement-driven business
models, has redefined how attention is captured and maintained. Unlike traditional forms
of media, where sales were a primary target, social media is reliant on dynamic
interactions between users that are heavily influenced by the platforms that they build.
This self-sustaining system has allowed for the constant amplification of content, which
has created both opportunities and challenges for organizations who seek to influence
public perceptions.

Actors, Influence, and Agency

Throughout the research project, 5 key actor groups were identified. Each of these
groups interacted with each other to form the social media landscape in a geographic
region and were observed to have varying levels of influence on change, as well as
agency to act on their own.

Platform
These are the social media platforms that were observed throughout the research
project. All platforms considered were backed by medium or large companies: Meta,

15
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Alphabet, ByteDance, and X Corporation, and all have a bigger impact on the information
ecosystem (Alaimo et al,, 2019). Because these companies are pivotal forces in the social
media space, they have a high influence on both the information that populates their
platforms, as well as on their competitors’ algorithms. Their widespread adoption and
larger revenue also give them more agency to act independently, and many of these
companies can directly interact with and negotiate with governments (Godoy, 2025).

Policy

This group is made up of national governments. As policymakers, they hold a large
influence over the nations they operate in, their control over the information space on
social media is subject to the cooperation of social media platforms, unless platforms are
completely restricted within their particular region (Mickoleit, 2014; Rochefort, 2020).
They have high agency and can influence other actors through policy, fines, or state-
controlled censorship.

Proponents
This group is made up of both local political actors, as well as non-state actors, who are
the primary backers of political influence operations.

Political Parties

The key distinction between political parties and governments is the officiality in their
positions. They are able to more easily take advantage of social media's engagement-
driven algorithms to gain support and popularity, and have a considerable amount of
influence over the information ecosystem (Dommet et al., 2021). Their agency can be
more restricted due to their sensitivity to how they are perceived by the public
(Graham & Schwanholz, 2020).

Non-state Actors

These are high-power organizations or governments outside of the target audience’s
nation that can run multinational influence operations (Dommet et al., 2021). They
have a considerable amount of agency, but despite their considerable financial
backing, they have a middling level of influence on the information space and mostly
ride on existing state conflict.

Partners
The Partners group is made up of news media, as well as the third-party or non-
government organizations who act as information partners in the system. They are larger

16
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groups who represent the actions, agendas, or rights of other actor groups, and are
deeply involved in the online information space.

News Media

News media are described as either private or state-backed news media sites, and the
journalists who contribute to them. They are seen as partners because they are
responsible for delivering information to people through their platforms. Their agendas
heavily depend on the group that they represent, as state-backed media is more
aligned with government aims, while independent media would be more aligned with
social media users (Schulz et al,, 2022). Though there are variations in agency that are
represented in each nation’s press freedom score, all news media are subject to the
governments within the countries they are in, giving them a middling level of agency.
Their influence is considerably high compared to other actors in the information
space, but there is an overall decline of trust in news globally (Newman et al., 2024).

Third-Party or Non-Government Organizations

This group is composed of grassroots or non-government organizations that aim to
address issues on the online information space, primarily through response-based
actions, such as digital literacy or fact-checking initiatives (Vo, 2022). Members of this
sub-group primarily align with the protection of social media users. Similar to news
media, they are subject to changes implemented by both social media platforms and
their local governments, limiting their agency. Their influence over information is lower
than news media due to their limited audience reach (Juneja & Mitra, 2022).

People

These are the receivers of both information and regulation from previous actors. Though
they are also able to contribute to the information space by creating their own content or
actively engaging with others on social media, they influence is mostly limited because
they act independently (Schulz et al,, 2022; Vo, 2022). They have a considerable amount
of agency, though this is still subject to any regulation from platforms or policies.

Together, these groups interact with each other to create a complex ecosystem where
each actor's influence and agency shapes the flow of information online. These
relationships determine what information is seen and shared, as well as what is
represented as more believable. These mechanisms, while empowering individuals to
engage with others and find a wider audience, allows for actors with malicious intentions

17
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to spread harmful or misleading content.

Misinformation, Disinformation, and Malinformation

In the large and complex world of social media, where users are faced with copious
amounts of information—real, fake, and sometimes a conflation of both—it is important to
distinguish its different categories. Wardle & Derakshan created a conceptual framework
to differentiate misinformation, disinformation, and malinformation (2017).

1 Misinformation is information that is objectively false, but is not created with the
intention of causing harm to other entities. Content that is misleading falls under
this category.

1 Malinformation is information that is based on reality, but is used to harm or
slander an individual, organization, group, or country. Harassment and hate
speech are examples of information that fits this category.

1 Finally, disinformation is intentional or purposeful misinformation, where
information is falsely created for the sake of harming another entity. This
information that falls under this category is often fabricated or manipulated to
better resonate with its audiences.

The interplay between the algorithmic mechanisms and actor motivations creates a
system that rapidly disseminates information, regardless of whether it's accurate or not.
As Wardle & Derakshan's framework reveals, users are unknowingly exposed to harmful
content that utilizes social media’s vulnerabilities to reach wider audiences (2017). These
dynamics are what create the ideal setting for coordinated influence operations that can
manipulate a user's behaviors and perceptions online.

Influence Operations

In the world of social media, influence can mean many things. Influence operations are
coordinated efforts that involve the spread of information to achieve a specific effect
among a target audience (Chi, 2023). These operations are driven by the interests of the
various actors who run them, and they often aim to disrupt the flow of accurate
information to their audiences.

If you're a social media influencer, it pertains to how much you can sell something to
your audience: a product, a trend, or an idea. For platforms, influence can refer to the

18
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control they have over who sees what. For corporations outside of platform ownership, it
can refer to the partnerships they have within their networks that allow them to push
some ideas more than others. Influence operations in theory are neutral, however it is
worth noting that many of the recorded outcomes relating to them have been presented
in a negative light (Pastor-Galindo et al., 2025).

Influence operations make up a significant part of the complexities in social media issues
and social media ownership (Bateman et al., 2021). Operations can look like the active
spread of disinformation, but can also be the amplification of specific topics to make
them seem more important to people (Tozo, 2024). Influence operations can be carried
out by governments, organizations, or individuals to shape narratives, deepen divides, or
sway actions and behavior in the real world .

Influence operations also exist outside of social media, and are part of a large network of
tactics to alter people’s perception. There is history of longer-term influence operations
being carried out through pre-internet media, like newspapers, radio, and television, and
that exposure has led to better reception to some political candidates over others, or to
reject news that relates to certain geopolitical issues (Bateman et al., 2021). On the other
hand, short-term influence operations tend to be carried out on social media platforms,
and have been shown to affect political beliefs, discrimination, and skepticism over
medical information.

Influence Operation Tactics

Because influence operations are complex and are shaped by their actors, agendas, and
audiences, it is difficult to come up with a concrete list of ways that they are carried out.
However, there are several tactics that are more common than others. Figure 2
illustrates a common approach to influence operations that aim to reshape publicly
perceived narrative, integrating several approaches to manufacture engagement and
expand content reach.
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Figure 2. Integrated influence operation tactics.
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Disinformation Campaigns

This tactic is characterized by the active spread of false information to negatively skew
perceptions about an individual, organization, or country. On social media, these false
narratives can be further amplified through the use of bots, fake accounts, and even
influencers (Marom, 2024). This tactic was utilized by Russia during the 2016 U.S.
Elections, when divisive ads that capitalized on political movements and social issues
were widely disseminated on Facebook (Zandrozny et al, 2018).

Bot Networks and Troll Farms

This tactic involves crowding the online space with divisive messaging to manipulate
users’ perceptions regarding certain topics. While both are effective in spreading
disinformation on social media platforms, they are fundamentally different
(Connaughton & Pukallus, 2015). Bots primarily share spam and irrelevant information
that makes it difficult for users to properly engage with social media spaces regarding
an issue. On the other hand, trolls are real people who often engage in divide-and-
conquer tactics to create disruptive environments by engaging with others or
targeting specific individuals. In a 2020 report, the Oxford Internet Institute found that
between January 2019 and November 2020, over 300,000 “cyber troops” accounts
backed by political parties were removed from Twitter and Facebook (Bradshaw et al.,
2021).
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Astroturfing

This tactic involves the manipulation of perception through manufacturing widespread
support for a product, policy, or concept that is in reality, unpopular (Chan, 2022). The
intention behind astroturfing is to recreate the organic coordinated efforts found in
real grassroots movements to be perceived as credible and agreeable. In 2024, Russia
was revealed to have paid roughly $10 million for conservative American social media
influencers to create and share anti-Ukraine videos and posts at different times (Bing
et al., 2024).

Influencer Recruitment

This tactic involves partnering with influencers, who speak on their platforms to
promote and speak about relevant topics (Dekoninck & Schmuck, 2022). From a
strategic communication perspective, social media influencers are defined by Enke &
Borchers as “third-party actors that have established a significant number of relevant
relationships with a specific quality to and influence on organizational stakeholders
through content production, content distribution, interaction, and personal
appearance on the social web,"” (2019).
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Figure 3. Information control creating fear.

Information Control Operations

This tactic involves platform or state-backed efforts to censor certain voices or
information on social media to alter users’ perceptions. As illustrated in Figure 3,
excessive information control can lead to increased fear among users, but can also
fuel internalized dissent. In India, the government has passed the IT Act, which allows
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them to have platforms take down content in order to protect the integrity of the
country. During the COVID-19 pandemic, this act was put into action against posts
that criticized the government’'s management of the pandemic (Sombatpoonsiri &
Mahapatra, 2024).

Though influence operations can be classified a list of types, it is important to note that
these tactics are not mutually exclusive of each other. Similar to the causal loop
illustrated in Figure 2, they can be used together in a coordinated attack to more
effectively disrupt information online. Due to the interplay of these techniques resulting
in highly complex and individualized approaches to influence operations, it has been
increasingly difficult to mitigate the issues they bring to social media.

Types of Regulation and Mitigation

Despite the challenges brought about by social media's complex systems, there have
been several attempts made by those in the Platform, Policy, and Partners actor groups
to regulate misleading information online. For existing regulations, this paper will use the
typology outlined by Rochefort's comparative social media policy analysis (2020), adding
a fourth classification for more response-based third-party initiatives:

Industry Self-Regulation

This form of regulation is a minimalist approach, where private social media companies
are encouraged to address their own shortcomings (Rochefort, 2020). This involves
voluntary action from platforms, such as establishing new standards or policies that are
not already prescribed by government policy. An example of this would be Meta's
moderation of hate speech, or its partnerships with fact-checking initiatives.

Limited Government Regulation

This type of regulation involves the enforcement of narrowly defined standards, and
these are often focused on one aspect of an organization or industry operation, not
necessarily addressing the overall structure of the social media space, such as a focus on
only data tracking and collection while not impacting overall privacy concerns
(Rochefort, 2020).

Comprehensive Government Regulation
This form of regulation is meant to broaden the scope of public authority, targeting the
root causes of issues. This targets every player in the industry to undermine existing
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structures and business models (Rochefort, 2020). One example of this form of
regulation is the growing idea of regulating social media platforms like they are public
utilities to limit their ability to exploit user engagement.

Third-party Responsive Initiatives

This type is more responsive than previous classifications, which are all meant to restrict
user behavior. These initiatives come from actors with limited influence, such as non-
governmental or grassroots organizations who react to and correct information in the
social media space (Courchesneg, 2021). A good example of this type of response is the
creation of external fact-checking initiatives.

The landscape for mitigating the issues surrounding information flow on social media is
a reflection of the fragmented efforts to achieve balance between accountability,
autonomy, and evolving technologies. Each of these mitigation types has its own
strengths and weaknesses, with more targeted approaches accurately addressing a
small subset of problems, while overarching policies fail to create lasting change. The
consideration of comprehensive solutions and frameworks indicates that perceptions
surrounding social media, and people’s reliance on it, is now changing. Finally, third-
party initiatives are highlighted as the group that fills in gaps in the system, to varying
degrees of success. Altogether, these different approaches point to the shaky dynamics
between mitigating harm and restructuring how social media platforms function, which
shapes the research’s analysis on accountability and responsibility on social media’s
evolving information spaces.

Chapter Summary:

Over time, social media has evolved from a space that connects personal networks to an
entity that both bridges and divides communities. Social media platforms, which are now
designed to maximize engagement, have unintentionally created echo chambers within
themselves, which can lead users to fall deeper into their own biases. In this online
ecosystem where truth is subjective, malicious motivations have led actors to weaponize
social media's features to influence public perceptions for their own ideologies. Though
these harms have come to light, regulation and mitigation have been fragmented,
struggling to keep up with rapid technological developments. This first chapter outlines
the evolution of early social media systems to what they are now.
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Chapter Il: Influence Operations Around the World

Because both social media and influence operations span across different geographies,
this research project makes an effort to look at social media-based operations from a
global perspective.

Global Comparison of Social Media Influence Operations

To analyze influence operations around the world, the research utilized information from
the Reuters annual Digital News Report, Meltwater and We Are Social’s Digital 2024
report, the Reporters Without Borders global index, peer-reviewed journals, and local
news articles to evaluate 66 countries across 12 geographical regions. These regions
were selected to provide a comprehensive global overview of influence operations.
Within geographical regions, countries were selected based on availability of
information, activity of the influence operation landscape, and existing policy variances in
order to achieve a more heterogeneous representation of each geography.

This information is categorized and synthesized in Table 1, which outlines influence
operations by geography, and highlights each region’s key actors, common tactics,
target audiences, and platform usage patterns. By structuring information by region, the
research is able to comparatively analyze geographies, and identify both universal
characteristics and distinct patterns of information manipulation. The table, which also
outlines existing mitigations from Platforms, Policy, and Partners, provides an
understanding of the interplay between different actor groups, and serves as a
foundation for highlighting key issues and pinch points within the system.
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Influence Operations and Mitigations by Geographic Region
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Region s b i ees ?peratlons Public response Mitigations enacted Challenges
Evaluated and tactics
North United Influencer campaigns backed by Kremlin ~ Awareness and Partnerships with other Several instances of TikTok and
America States of organizations to alter perceptions about skepticism about nations to study Facebook systems failing to detect
America current geopolitical conflict. astroturfing and disinformation tactics both misinformation and political
political advertising advertising
Canada Bot networks backed by political parties Regular reporting on
to boost social media scores or Significant number of  suspicious activity in the Higher levels of polarization due to
manufacture support during the election people still share information space by state- partisan culture
period. misleading content backed organizations
Perceived freedom is important to
Content restriction and post removal Awareness of internet  Platform-wide banning of people in this region, making them
backed by platforms and the state to drive  information space has  larger known Kremlin more sensitive to change
conversation away from local controversy. led users to create networks . o
things like Unstable political situations have
Troll armies spreading climate “algospeak” to defy Efforts to limit use through led to counterproductive policy
misinformation to promote right-wing current measures institutional bans, platform revisions, such as Meta's relaxing
practices and policies bans, or age restrictions of hate speech restrictions.
Latin Argentina Trolls and bot networks employed by More susceptibility to ~ WhatsApp “fake news"” Primarily responsive solutions
America ] foreign actors (Russia, China, and Israel) influence operations, detector launched by enacted by third-party
Brazil to justify geopolitical conflict or to push exhibited by higher independent news media organizations or citizen-led
Chile certain political candidates trust in disinformation ) initiatives
T e e Fact-checking networks and
Sallorlste State using both targeted censorship politicians initiatives established across  Patterns of unethical relationships
through platform-wide or internet Latin America between media companies and
Mexico restrictions, and broad media censorship ~ Heavier restrictions o ) government/politicians have led to
through political connections to minimize  on state narratives Restrictions on platforms, like 1,1 0geneity in media narratives
Peru dissent and control which narratives have led independent X ] )
Venezuela reach the public media to practice self- Global shift to combatting

Use of personal brand and populist
narratives by politicians to foster
widespread support and assume
celebrity-like status

censorship

misinformation and influence
operations have started a
migration to messaging platforms
like WhatsApp, which has gained
more widespread use than social
media platforms in this particular
region
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Western
Europe

Northern
Europe

Austria
Belgium
France
Germany
Netherlands

Switzerland

Denmark
Finland
Ireland
Norway
Sweden

United
Kingdom

Bot networks run by Russia and Iran to
drive negative sentiment for Ukraine and
Palestine

Disinformation campaigns carried out by
bots and troll networks, backed by both
foreign and local actors to create
information noise during the election
period.

Disinformation via redirection to
messaging platforms, backed by right-
wing extremists aiming to align targets
with their political strategies.

Troll farms and harassment campaigns
linked to politicians, governments, and
military aiming to manufacture
harassment against opposing
organizations

Bot and troll networks backed by foreign
actors spreading terrorist content on
social media to both intimidate citizens
and also create a negative image of the
EU.

Good awareness and
minimal lasting effect
among general
population, but unable
to curb spread of
misinformation.

Concerns around
susceptibility are
mostly for citizens
who identify as right-
wing.

Minimal impact on
outcomes of local
elections, and
operations mostly act
as noise in social
media spaces

Uptick of both hate
speech and
harassment on TikTok
and X with minimal
moderation

MANUFACTURING PERCEPTION

Development of
comprehensive, multi-level
frameworks to counter both
mis- and disinformation by
several countries

National efforts starting to
take down and curb
disinformation while also
maintaining freedom of
speech, starting with an
organization that reports on
suspicious behavior

State-prescribed
partnerships with platforms
to remove “illegal content”

Setting limits on foreign
donations supporting
political parties

Holding platforms
accountable for poor
moderation

Raising minimum age limits
for social media usage

Sanctioning high-power

nations like Russia for foreign

influence operations

Few frameworks have been put
into action due to limited budgets
or reliance on the cooperation of
social media platforms

Measures to remove "“illegal
content” lack specificity regarding
dissent or criticism, leading to
potential censorship of individual
voices.

Growing threat of right-wing
extremist communities on
platforms like Telegram or
WhatsApp

Existing relationships between
some political parties and social
media giants

Ambiguity of the Digital Services
Act are hard to effectively
automate, and may also infringe
free speech

Harassment and hate speech have
remained unaddressed in the
regulation of social media content
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Eastern
Europe

Bulgaria

Czech
Republic

Hungary
Poland

Romania
Slovakia

Ukraine

Troll farms and disinformation channels
run through messaging apps have been
backed by Russia to improve perceptions
regarding the Russia-Ukraine conflict

Bot networks employed by political
parties during election periods to
manufacture widespread support and
boost social media ratings

Use of populist narratives by influencer
politicians to gain celebrity-like status and

increase public support

Existing preference
for populist/strong-
arm approaches to
leadership make them
more likely to agree
with Russian
influence operations
or extremist narratives

Citizens doubt some
forms of state media,
and overall trust is
declining

Governments requesting for

platform checks during
election periods

Banning of Russian state
media accounts on Telegram
and troll accounts on social

media

Suing of platforms for
deceptive advertising

MANUFACTURING PERCEPTION

Some government legislations are
pushing against independent
media and dissenting voices

Approaches, while there are many,

Grassroots efforts to create
an international fact checking
collecting

EU pushing for platform
transparency for political

advertising

media
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