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Automated reward systems like YouTube algorithms
necessitate exploitation in the same way that capitalism
necessitates exploitation, and if you're someone who
bristles at the second half of that equation then maybe
this should be what convinces you of its truth.

Exploitation is encoded into the systems we are building,

making it harder to see, harder to think and explain,
harder to counter and defend against.
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Abstract

Online search is becoming the main source individu-
als use to find information about sports, politics, health, reli-
gion, world issues, and other subjects that shape our views on
the world and how we live our lives. Of all internet users, 92%
use online search and are doing so on desktop and mobile,

with an average of 129 searches a month per person.

Search is designed to keep users engaged and serviced with
speed and brevity. As search engine usage increases around
the world and impact on behaviours becomes more of a
concern, we must understand how might the design of search
engine algorithms be affecting society’s ability to shape the
way we see the world. Is commerce compromising communi-
ty in user experience and design? Are we unknowingly being
sent into echo chambers with predictive and personalized
search algorithms. Is the fast and wide internet actually nar-
rowing the doors of perception we have been walking through
online for the last 30 years?

It is the right time for through exploratory research to better

understand the current and potential future impacts and
implications of search on society and citizens. | will employ

a literature review, first party participant research and doc-
ument a chronology of knowledge discovery and capture

in context to searching, sharing and storing of information,
along with a horizon scanning exercise with a focus on trends
research. The first-party human-based research will involve
the segmentation of Digital Natives and Digital Immigrants to
explore whether there are patterns emerging within distinct
age groups. These methods will be deployed and findings will
be analyzed to ascertain what the issues might be and wheth-
er people understand the complexities, powers, and abilities

of search engines.
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Figure 3: Number of daily searches by search engine. Source: Smart Insights.com.
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Chapter 1: Introduction

Chapter 1: Introduction

NOTE: Throughout this paper, | will refer to search engines as search, which can be accessed via web-enabled devices,

either by typing into a web browser, or using voice-automated search functions on certain devices.

‘Search’ also applies to other products and services such as Facebook and Twitter. | will make mention of these other

platforms, but the main focus of this paper is search engines and the algorithms that drive the user experience.

Marshall McLuhan declared that the adoption of platforms
such as radio and television (and now cell phones, the inter-
net, and artificial intelligence) are causing the electrical
retribalization of the west. These technological innovations of
communication have had an irreversible impact on all aspects
of people’s lives: how they entertain each other, how they
motivate political action, and how they create more false idols,

realities, and ideals.

A 1982 study was conducted by the Institute for the Future,
“peering into the future of an electronic world,” focused on
the emerging videotex industry formed by the marriage of two
older technologies: communications and computing. It esti-
mated that 40% of American households will have two-way
videotex service by the end of the century. By comparison, it
took television 16 years to penetrate 90% of households from

the time commercial service began in 1946. In addition to

their penetration predictions, The Institute for the Future also
warned that the new technology would raise difficult issues
of privacy and control that will have to be addressed soon to

“maximize its benefits and minimize its threats to society.”

As the meteoric rise of “two-way videotex services” has
evolved, computers, laptops, smartphones, and smart devices
have penetrated our lives. It is now 2017, 35 years later, and
we have leapfrogged the estimations by the Institute of the
Future, with 77% of U.S. citizens owning a smartphone and
over 88% of all homes using broadband internet with multiple

desktop computers, laptops and tablets. (PEW, 2016).

In only 27 years, the internet has become a virtual home for
close to half the world’s population. According to Internet Live
Statistics (Internet Live Stats-a, Internet Live Stats-b, 2015),

the internet has more than 3,000,000,000 users and there
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are more than 900,000 active sites (Chiru, 2016). Marshall
McLuhan's declaration of the electrical retribalization of the
west couldn’t be more relevant today as we have moved from
morse code to telephones and televisions, and now we speak
to devices like the Amazon Echo, a voice-enabled assistants

that seem as if they are human.

These innovations paved the way to one of the most disrup-
tive and pervasive communication technologies ever in the

history of humankind: search engines.

Search engines are programs that search documents for
specific keywords and return a list of the documents where
the keywords were found. A search engine is a general class
of programs; however, the term is often used to specifically
describe systems such as Google, Bing, and Yahoo! Search,
which enable users to search for information on the World
Wide Web. Search results are determined by an algorithm that
uses multiple data points that are applied to the query, and
results are returned based on all the collective points. There
is a ranking system to those points, with certain points given
priority over others. Although most search engine company
algorithms are proprietary, it is widely understood that quality
of content, commercial goals, and personalization are three of

the driving forces built into the architecture of the algorithms

of many of the search engines used today. The study of algo-
rithmic sciences is a fascinating one, but for the purposes of
this paper, all we need to know is that currently search engine
companies with significant market share are not required to
disclose the architecture of their algorithms; in fact, they keep
them confidential. When search engine companies do discuss
their algorithms (for example, when announcing updates and

improvements), they speak in general terms.

In 2017, if you aren’t using Google, DuckDuckGo, Bing, or
Baidu to find information, it will be assumed you are either a
baby or you are over the age of 102, without the required dex-

terity to swipe and type.

Beginning with an innocent and practical mission “To orga-
nize the world’s information and make it universally accessi-
ble,” Google and many other search engine companies such
as Yahoo! and AltaVista were rudimentary in their technology
and goals, working to weave the web of data together so users
could save time and connect faster with their information.
Strong user growth and commercial interest saw the intro-
duction of AdWords for Google search, its proprietary adver-
tising system based partly on cookies and partly on keywords
determined by advertisers (Geddes, 2012). Google uses these

characteristics to place advertising copy on pages where it
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thinks the ads might be relevant. Advertisers pay when users
divert their browsing to click on the advertising copy. Partner
websites receive a portion of the generated income (Google,

n.d).

As the algorithms have evolved to help us find the best
pharmacy or date spot, so has the technology evolved to
help us get better results. From autocomplete in 2005 to
knowledge graphs in 2011, search has gotten smarter and we
have become more dependent on search to access the world
around us. In December 2009, Google began customizing its
search results for all users, and we entered a new era of per-
sonalization (Pariser, 2012). Google now tracks search history,
phone numbers, devices you use, your patterns of search,
how often you use voice automation, and other information
via cookies and pixel tags to customize and personalize your
experience with Google. In its privacy policy Google states,
“Our automated systems analyze your content (including
emails) to provide you personally relevant product features,
such as customized search results, tailored advertising, and
spam and malware detection.” Baidu says, “We may provide
your information to our third party partners for marketing or
promotional purposes,” yet they also say, “We will never sell
your information.” Privacy and information sharing concerns

have never been as relevant as they are today, yet people use

search every day, knowing to a degree that these companies
are tracking their every online move and using that data to
sell, inform, and engage them. From our Facebook feeds to
our Google searches, the more we search and post, the more

our “customized experiences” are formed.

Search is now the core service embedded in the experience
running on all the devices we use to move us through life with
over 1.5 billion searches a day taking place on Google alone

(Statista, 2017).

Online search is becoming the main source people go to

for information about sports, politics, health, religion, world
issues, and other subjects that shape our views on the world
and how we live our lives. Of smartphone owners, 68% use
their phone at least occasionally to follow breaking news, with

33% saying that they do this frequently (Smith, 2015).

How might the design of search engine algorithms be affect-
ing society’s ability to shape the way we see the world? How
much is the design of search redefining our lives? Consumer
behaviors are being shaped by websites, search engines, and
mobile applications that deliver the world to their doorstep.
Retailers such as Amazon, research companies such as Ask

Wonder, food delivery services such as Fresh City Farms or
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Uber Eats remove the need to explore options, and prioritize
immediacy and convenience over choice and more thoughtful

recommendations.

We now have fewer library patrons and more smartphone
users, and encyclopedias have been replaced with Wikipedia.
Physical use of academic library collections and services has
been declining since 1995 (Martell, 2008). Of a group surveyed
between the ages 18-65, 36% had been at a library within a
week of taking the survey, 12.5% within a month and 25%
within a year. The same survey found that they use Google
search 35% more often than an academic database to con-

duct online school research (PEW, 2012).

The fact that search has and will continue to have an impact
on society and culture is undeniable. It has shaped our habits,
our buying patterns, and how we interact with each other. To
gain perspective on the potential societal and individual impli-
cations, | endeavoured to compare the present with the past
by exploring whether society ever had access to this volume
of information and the accessibility of the access points

and integrity and oversight of the information. The product

of this analysis is a timeline of knowledge. | wanted to show
generational indicators of the behavioral effects of search on

people. | also wanted to balance the research with a micro

and macro approach, looking both at people and the contextu-
al landscape that influences search. For the macro approach
that works to create perspective in the now and the potential
futures, | undertook a horizon scan with my desk research and
literature review and completed a STEEP-V trends research
collection and analysis. These research methods, along with
potential interventions based on the findings, should help
inform how search and society can continue to evolve togeth-
er, leveraging the global power of connectivity with societal
goals that foster strong discourse, cognitive dissonance,

and measured transparency that allows companies to main-
tain a competitive edge—but not at the risk of a healthy and

open society.
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Here in chapter 2 we explore the prevailing themes in the lit-
erature review, looking at the commercial, political, and social
drivers that encompass contemporary search and also inform
the additional research methods along with predictions

of what a future with search at the forefront of knowledge

access could look like.

Among the many facts gathered through this research, it is
clear there are some prevailing innovations and elements of
design that without which, many of the contemporary world
events appearing in the headlines such as “fake news” stories
influencing elections would never have occurred or would
have been delivered to the world in a different way. After
gathering petabytes of data and turning that data into reve-

nue via services such as AdWords where businesses can buy

ads that will appear in the search results when certain search
terms are entered by a user, Google sought to increase the
accuracy of search results and originally introduced Person-
alized Search. Currently, 88% of Google's revenue comes from
advertising. On March 29, 2004, personalized search was
launched as a beta test of a Google Labs project (Hines). On
April 20, 2005, it was made available as a non-beta service,
but still separate from ordinary Google Search. Beginning

on December 4, 2009, Personalized Search was applied to

all users of Google Search, including those not logged into a

Google Account.

One of the prevailing themes in the growth and evolution of
search engines is what is now referred to as predictive and

personalized search.

Search query, including past

search queries and other
ecosystem data points

Further customized search
results that filter out the

“opposite” of your tastes and
who calls it a “filter bubble”. search queries

Predictive and personalized search
key traits. Adapted from Eli Pariser

FIGURE 1: FEEDBACK LOOP. RACHEL NOONAN

Serves up search results

Confirmation bias
supported here

Searches shaped by
breadth and depth of results
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What started out as a very intelligent and sophisticated way
to gather, index, and share the world’s information has evolved
into something more; atechnology designed to anticipate
and predict solutions to every query that benefits both the

company and the user.

The vast and compelling amount of data Google and other
search engine companies capture created an opportunity for
them to design the experience of search to move from an open,
vast and neutral results page to a personalized search to keep
the user happy with information that an algorithm predicts will
fulfill their needs. This new and pervasive customized search has
caused the unintended magnification of humans' propensity to
gravitate toward confirmation bias. A 2016 study that analyzed
376 million Facebook users'’ interactions with over 900 news out-
lets found that people tend to seek information that aligns with
their views. (Schmidta, Zolloa, Vicarioa, Bessib, Scalaa, Caldarel-
lia, Stanleyd, Quattrociocchia, 2016). This human drive to stay in
the safe zone led to what Eli Pariser calls the Filter Bubble (2011),
a feedback loop that perpetuates behaviour. The user is either
unaware, apathetic, or is fully aware and indifferent. The algo-
rithm driving this behaviour is neither moral nor human. It uses
the 200-plus data points to provide the user with the content that
will best suit their needs based on the “magic” mix of data points

to ensure they are left feeling satisfied. The feedback loop has

influenced how users get their information and how advertisers

target their ads.

Ordering of search results does influence people, says Martin
Moore, director of the Centre for the Study of Media, Com-
munication and Power at King's College, London. He has
written at length on the impact of big tech companies on our
civic and political spheres. “There's large-scale, statistically
significant research into the impact of search results on polit-
ical views; and in the way in which you see the results and
the types of results you see on the page necessarily has an
impact on your perspective.” Fake news, he says, has simply
“revealed a much bigger problem. These companies are so
powerful and so committed to disruption. They thought they
were disrupting politics but in a positive way. They hadn't
thought about the downsides. These tools offer remarkable
empowerment, but there’s a dark side to it. It enables people
to do very cynical, damaging things.” (Cadwalladr, 2016).
Reports have confirmed that people have been able to “game”
the algorithms of internet giants and create a new reality
where Hitler is a good guy, Jews are evil and... Donald Trump
becomes president. In each case, the results are taken from
websites that many people would not usually turn to for trust-

worthy information.
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Frank Pasquale, professor of law at the University of Mary-
land, and one of the leading academic figures calling for tech
companies to be more open and transparent, came across a

similar instance in 2006:

If you typed Jew’ in Google, the first
result was jewwatch.org. It was

‘look out for these awful Jews who

are ruining your life.” And the Anti-
Defamation League went after them
and so they put an asterisk next to it
which said: ‘These search results may
be disturbing but this is an automated
process.” What is clear with the results
Is that despite the fact they have vastly
researched this problem, it has gotten
vastly worse.

(CADWALLADR, C. 2016)

If someone is curious or is exploring morality in a search,

it will shape their current search and other future searches
based on sentiment, the nature of their search, plus other fac-
tors that are not disclosed because Google keeps the details

of its algorithm confidential.

Search personalization adds a potentially unintended bias to
user's search queries. If a user has a particular set of interests
or internet history and uses the web to research a contro-
versial issue, the user’s search results will reflect that. The
user may not be shown both sides of the issue and may miss
potentially important information if the user’s interests lean to
one side or another. A study done on search personalization
and its effects on search results in Google News resulted in
different orders of news stories being generated by different
users, even though each user entered the same search query.
According to Bates (2011), “only 12% of the searchers had the
same three stories in the same order. This to me is prima facie
evidence that there is filtering going on.” If search personal-
ization was not active, in theory all the results should have

displayed the same stories in identical order.
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The personalization feature of the search algorithm has many
positive implications such as meeting the micro-targeted
regional needs of a user searching for information about food,
shopping, travel research, local service, people, and personal
services such as spas and health care professionals. Per-
sonalized search is also a great feature if you want to gather
information about a particular side of a subject. The bias that
is built into the query process could be leveraged if someone
wants to understand a polarized view about a subject, if the
person were aware of the bias. Unpacking consumer and com-
mercial product information needs from other broader topics
such as politics, sexuality, immigration, world history and
others is important when understanding when and where the
bias can shift a person'’s perspective or understanding about
a subject. For example, when a user is looking for information
about their sexuality or perhaps the political landscape in
their hometown, confirmation bias is built into those results
as well as previous search terms that have been built into the
algorithm as a correlation. This keeps the user in their con-
structed world. The system uses words, search history, page
ranks, information matching and context to construct the best
response for the users. There are no ethical parameters built
into the algorithm, unless it's explicitly defined by the subject
matter of the search query. It is intentionally partial and sub-
jective based on the person searching. This issue is especially

concerning in regard to student research.

As we increasingly use search for learning and education, its
curatorial backbone works counter-intuitively with the true

definition of learning.

Siva Vaidhyanathan writes in The Googlization of Everything:

Learning is by definition an encounter
with what you don’t know, what

you haven't thought of, what you
couldn’t conceive, and what you never
understood or entertained as possible.

(SARIN, 2012)

If search continues to deliver search results based on the
history of a person’s search and other data points, what hap-
pens to evolving outlooks, new discoveries, and unplanned
revelations by way of sharing the worlds we each live in? From
economics to social good to understanding people who are
different than you, search engines are a portal to the past,
present and future. The research shows that the younger the
searcher, the less likely they are to go past the first page of
search results or cross-reference the information with other

sources (Noonan, 2017).
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Adwords (Ad Serving Networks)

In 2012, PEW research asked all internet users if they were

OKAY with targeted advertising:

I'm OKAY with targeted advertising because it means | see
advertisements and get information about things I'm really

interested in.

(PURCELL, K. BRENNER, J. AND RAINIE, L.)

Almost 70% of the population 2012 said they don’t want their
online behaviour tracked and analyzed because:

+ They fear businesses will sell or misuse their data

+ They fear hackers will gain access to their personal data

+ They fear advertisements will be served to them with

unqualified information

Search advertising accounted for half of all internet ad spend-
ing in the U.S. in 2015, which topped $27.5 billion in the first

half of 2015, according to the Interactive Advertising Bureau.

That includes search ad spending on Bing and Yahoo!, but
Google maintains a nearly 64% share of desktop search and
almost 90% of mobile search in the U.S. In 2015, 88% of Goo-
gle’s total revenue came from advertising, amounting to 19.1
billion USD globally, up 17% from 2014. In 2016, 88% of Goo-
gle’s total revenue came from advertising. The cross-pollina-
tion of customized search along with contextual advertising
and digital ad networks that are trading now not just in display
ads but in rich content are further blurring the lines between
content advertising, native content, independent sources

of information, and opportunistic content creators trying to
manipulate the system. Google has made many upgrades to
its algorithms to deflect these players such as the upgrade
called Penguin 2.0 in 2013 that was targeted at combating
web spam and Black hat Web spam and native advertising
and advertorials (Cutts, 2013), in 2016, the first phase of
Penguin 4.0, which launched approximately September 23,
was the rollout of the new, “gentler” Penguin algorithm, which
devalues bad links instead of penalizing sites. Even with the
updates and fixes, stories and advertising on web and mobile
bubble to the top of the feeds underscore how users find it

hard to distinguish an ad from an organic search result.
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Early in the fall of 2016, when Donald Trump started saying he
feared the election would be rigged, recent Davidson College
graduate Cameron Harris decided to post a story to support
Trump's theory. Relying purely on his imagination, Harris
made up a story about a man named Randall Prince stum-
bling across a shocking discovery. The headline read: “Break-
ing: ‘Tens of thousands’ of fraudulent Clinton votes found in

Ohio warehouse.”

That's what you call clickbait—and a lie.

CLICKBAIT:

Something (such as a headline) designed to make
readers want to click on a hyperlink especially when

the link leads to content of dubious value or interest.

Harris, featured in The Charlotte Observer, said he was acting

on a theory:

Given the severe distrust of the media
among Trump supporters, anything
that parroted Trump's talking points,
people would click. ... People were
predisposed to believe Hillary Clinton
could not win except by cheating.

Harris’ theory held up. He posted the fake story on Septem-
ber 30, 2016. Within a few days, the clicks earned him about
$22,000 through Google ads on his website over the course of
the election. Eventually, the story was shared some 6 million
times. The story was completely false—no warehouse, no
Randall Prince, no fraudulent votes. As Winston Churchill said,
though, a lie gets halfway around the world before the truth
has a chance to get its pants on—in this case, 6 million times
over. Cameron Harris admitted he needed to pay for college
and knew the system could be manipulated and that people

would click (Shane, 2016).
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The Business Bias

In addition to the components of design that have been driv-
ing and shaping behaviours, the integrity of the search com-
panies has been called into question. In some cases, search
companies have been prosecuted and guilty verdicts have

been rendered in regard to how they are depicted.

The ultimate goal of success of any business is to exchange

a product or service that provides value to a customer for
currency or something else of value. That exchange should be
transparent and both parties should be aware of what is being
exchanged. As search has grown to become such an import-
ant source for people to access personal and commercial
information, search has become one of the biggest sources
of online advertising in the world. Google, Safari, Windows

10, Baidu, Yandex, and Yahoo! all use cookies as a main data
collection tool to target ads to users and shape their search
results. Services such as DuckDuckGo, Firefox, and Start-
Page have identified that millions of users do not want to be
tracked. Although search engines like Google Chrome give
you private browsing using the incognito mode on your requ-
lar browser, Private Search Engines are search engines that
do not store your queries or track your steps on the internet

(Fekete, n.d).

Here's what a search engine does in regular browsing mode

Records what websites you visit to help you find the same

URLs again and recall previously visited sites

Manages (creates, stores, opens) cookies to personalize
your browsing experience, lets you stay logged in, helps you

with auto-completed forms

Lets installed extensions modify and record what shows

when and how
Allows search engines to record your search history

Allows ad engines to record your browsing details and to

store information on which ads you click on

Allows social engines to record which sites you visit while

staying logged on at their site
Allows your internet service provider to track pages you visit

Allows anyone with proper (or illegal) access to your hard

drive or cloud storage to find and do whatever with your files

(BECCA, C. 2017)
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Private browsing tracks the following when turned on from a

traditional browser that offers a “private mode.”

+ Private browsing discards browsing history while in incog-
nito mode, so your movement will not be recorded in your

browser history

* Your cookies, although created, will be deleted as soon as
you close a private window, so those cookies are useful only

while the original window/tab is still open

+ Some extensions/plugins will be disabled if their developer

decided on that on your behalf

+ Private browser windows have access to previously stored
data such as saved passwords and browsing history from
non-private browsing sessions. The data is still accessible

in private mode

(BECCA, C. 2017)

Private Browser feature highlights

Start page: It offers browsing through a proxy server to help
protect you from a website tracking your IP address or loca-
tion. You can add it to your browser, on Chrome or Firefox, and

even change its color theme.

DuckDuckGo: DuckDuckGo distinguishes itself from other
search engines by not profiling its users and by deliberately
showing all users the same search results for a given search
term. The company does not collect or share any personal

user information.

Along with the control Google has in relation to all the data

it gathers through tracking and how the data gets applied

to search results, there is now opportunity for Google or any
search engine to leverage that data to favour cross-organiza-
tional growth or for purposes that could serve the long-term
growth and sustainability of many or all of the companies

it owns. During the 2016 election, Trump accused Google of
suppressing search results, asserting that the search results
showed an inherent bias toward Hillary Clinton. This was rig-
orously researched by multiple sources and it was determined
that, in fact, Clinton was not singled out with suppressed

search words.
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In a statement, a Google spokesperson says the filter “oper-
ates according to the same rules, no matter who the person
is.”

“The autocomplete algorithm is designed to avoid completing
a search for a person’s name with terms that are offensive

or disparaging,” the statement says. “We made this change

a while ago following feedback that autocomplete too often
predicted offensive, hurtful or inappropriate queries about

people.”

The statement refutes the idea that Google manipulated
autocomplete in favor of Hillary Clinton. Most people who are
accused of crimes but were not convicted will not show up in

suggestions (Lee, 2016).

Accusations that have been made, confirmed, and prosecuted
can turn up in searches; this highlights the level of complexity
of search engines and the influence they can have in society.
Search engines such as Baidu fall under Chinese privacy reg-
ulations and it is widely known that Baidu routinely removes
world trends and controversial topics from being searchable
by its users. In May 2011, activists sued Baidu in the United
States for violating the U.S. Constitution by the censorship it

conducts in accord with the demand of the Chinese govern-

ment. A U.S. judge ruled that the Chinese search engine Baidu
has the right to block pro-democracy works from its query
results, dismissing a lawsuit that sought to punish the compa-

ny for internet censorship (Zhang et al v. Baidu.Com Inc. et al).

Baidu has millions of users and yet can, in plain view, remove
a side of an argument, a fact, or an opinion with no govern-
mental or judicial ramifications. Google has not been able to
circumvent the courts in Europe, where laws pertaining to pri-
vacy and consumer advocacy are more stringent and focused
on ensuring consumers have choice and that competitive

markets remain open.

The European Union's antitrust chief Margrethe Vestager
served Google with a record $2.7 billion fine in June of 2017,
saying Google illegally steered users toward its compari-

son shopping site and warning that other parts of Google’s
business were being evaluated. This case took seven years
to investigate. “Google has abused its market dominance in
its search engine by promoting its own shopping comparison
service in its search results and demoting its competitors,”
E.U. competition chief Margrethe Vestager said (Birnbaum,-

Fung, 2017).
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Adwords, customized search, and business bias are just a few with calculated relevance to the user and to the parent com-
of the main drivers to search engines’ threat to our balanced pany which is in the service of growth and profit, not ethics
and open access to knowledge. The active pursuit of knowl- and morals. The companies want more searches about more
edge as a vocation is being disrupted, discovery of commu- topics by more people so they can serve more ads and make
nities is shifting, and learning about different perspectives more money.

and world issues in physical settings and through real-life

moments is being reduced to a Google search and a Facebook Breaking this down using the above Market Share chart and the data from

feed which are fast becoming primary sources of news for Internet live stats, below you'll find the daily searches per Search Engine.
many people. All this movement is driven by search engines Search Engine Searches per day
that are growing in use, providing more value to consumers, Google 4,464,000,000
and more revenue to shareholders. Most search engines are Bing 873,964,000
' ? Baidu 583,520,803
driven by revenue, optimization, user retention, and screen Yahoo 536,101,505
time. The pursuit of user persuasion is the driving force of the Other (AOL, Ask etc) 128,427,264

experience by way of both the front-end and back-end design

Of Search—not the goal of ensuring the information Searched FIGURE 3. SOURCE: SMART INSIGHTS.COM (NEED TO CONFIRM YEAR) (ADAPTED)
and found is corroborated by an authoritative source or that

the information is well-balanced. There are many reasons

for this approach to the experience design. First, commer-

cial goals dominate the search architecture. Second, search

engine companies say all information is treated equally.

This means that when we search for medical information or

fashion designers, the same 200-plus algorithm points are

used to filter the search and return the results. The algorithm

does not distinguish between the need for an ethical filter or

weighted results based on the query. The algorithm responds



Chapter 2: The Wonderful World Of Search

Google: global annual revenue 2002-2016

Annual revenue of Google from 2002 to 2016 (in billion U.S. dollars)

This growth in search queries

translates into growth in ad reve-

wn

% o nue, which rose from 40 billion in

e r 2002 to 89.5 billion in 2016.

n

=3 =

c :

2 F

5 *

£

ik 203

3

c 8 =

]

= 165

[

o -

i) Kl i i o1 ¥ e
FIGURE 4. SOURCE: STATISTICA

The design of certain search engine algorithms have the To put the power of the morality-free algorithm into context,
power to shape political perspectives, the way we discover our in 2016, search engine users using search terms related to the
cities and communities, and how we understand others. This Holocaust or ethnic minorities found a disturbing trend: top
impact is vast and far reaching, and for the paradigm-shifting results would lead to hate-filled sites.

innovations that companies like Yahoo! and Google have cre-

ated, this does not nullify the need to understand how people Google has shown reluctance to change its algorithms in the
want to search, how governing bodies should provide effec- past, preferring to prioritize whatever pages generated the
tive ethical oversight, and how we can balance commerce and most online sharing and discussion.

community.
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But instead of providing objective results, Google’s algorithms
were being manipulated to amplify misinformation and hate

speech, as reported by The Guardian’s Carole Cadwalladr:

After the 2016 U.S. election, scrutiny
of Google’s practices led to reports
that one of the auto-fill suggestions to
complete the search query “are Jews”
included “are Jews evil?” Also, the top
search for “did the Holocaust happen”
linked to a page by Stormfront, an
infamous white supremacist group,
and searches related to various ethnic
minorities would often bring up other
sites espousing racist views.

These revelations, among others, led
Google to rethink some aspects of
their algorithm.

“Judging which pages on the web best answer a query is

a challenging problem and we don’t always get it right,”

a Google spokesperson told Fortune. “We recently made
improvements to our algorithm that will help surface more
high quality, credible content on the web. We'll continue to
change our algorithms over time in order to tackle these chal-

lenges.” (Cadwalladr, 2016).

In order to correct this problem and stem the flood of mis-
information getting to users of its popular search engine,
Google has changed its search algorithms to prioritize
high-quality information, bumping down sites associated
with racial hate speech, and to remove anti-Semitic auto-fill

queries.

While the Fortune article indicated that the algorithm had
kicked in to replace the Stormfront result with a link to the
United States Holocaust Museum, when the reporter, Weston
Williams, searched, he still found the white supremacist group
in the number one spot, indicating that the changes may not

be universal yet (Williams, 2016).

There is a need to ensure innovation is not compromised and
that our global portals to information have a more engaged,
informed, and empathetic society at the frontend of their
design. How is the subjectivity of topics of interest counter-
balanced with objectivity to reach a point of balanced dis-

course—which is vital to the health of society?
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Chapter 3: Methodology

Here in Chapter 3, we review the chosen approach
to the research based on the goals of gathering
information, perspective and data that would pro-
vide a holistic view of the subject of online search
and the direction it is moving in. The aim of the
research was to provide an applied perspective to
a subject that is influencing people’s behaviours,
access to knowledge, and understanding of each
other. The goal is to show how search can affect
our lives. Due to the nature of the subject matter
being in a constant state of change, | chose to use
a combination of first-party data, trends research,
and foresighting technique to imagine different

futures shaped by search engines.

In addition to desk research (literature review:
academic papers, books, magazine and newspaper

articles, videos, lectures, presentations by industry

experts and academic faculty), four research meth-

ods were used, one of which involved participants.

The research methods are described below:

1. Knowledge Timeline
2. Participant Surveys
3. STEEP-V Trend Analysis And Horizon Scanning

4. Literature Review

Literature
Review
Context

—H~

Timeline
Historical
evolution

Survey
Human
behaviour

Trends
What's
happening
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1. Knowledge Timeline

This research method and output was selected to put search
engines in context with other resources and tools people
have used to access knowledge since the methods were
first documented and or discovered. There was a desire to
understand access points, volume of access available to the
general public, and to consider whether there was an argu-
ment to be made about techno determinism in context with
how knowledge tools have evolved over centuries. For those

unfamiliar with techno determinism, it is a reductionist theory

PORTION OF TIMELINE

1991 1995

)

1

AOL Web Crawlers AltaVista
POP: 5.3 B POP: 5.3B POP:5.3B

In February 1991, AOL for
DOS was launched using a
GeoWorks interface followed
ayear later by AOL for
Windows.

AltaVista was a Web search
engine established in 1995. It
became one of the
most-used early search
engines, but lost ground to

This year gave birth to four
web crawlers: World Wide
Web Wanderer, Jump
Station, World Wide Web
Worm [11], and RBSE

spider. Google and was purchased
by Yahoo! in 2003.

that assumes that a society’s technology determines the devel-

opment of its social structure and cultural values. The term is

believed to have originated from Thorstein Veblen, an American

sociologist and economist. The decision was made to begin

the timeline based on the year of the first known discovery of

cave drawings. One of the biggest challenges of the research

was that multiple sources that offered conflicting years of

discovery or launch. To ensure accuracy, where the body of

research did not indicate one specific year, | provided a range.

Yahoo
POP: 5.3B

Founded in January 1994 by
Jerry Yang and David Filo,
Yahoo officially launched in
1995 and was one of the
largest search engines in the
90's and into the 2000's.

1995

MSN Messenger

POP:5.3B

One of the first ever
peer-to-peer messaging
platforms could share
messages, files, music and
pictures with people around
the world.

1996

Internet Explorer
POP:6.5B

Microsoft has developed
eleven versions of Internet
Explorer for Windows from
1995 to 2013.

1996

icQ

POP:6.5B

An instant messaging client
that was first developed and
popularized by the Israeli
company Mirabilis in 1996.
The name ICQ derives from
the English phrase "I Seek
You". Ownership of ICQ
passed from Mirabilis to AOL
in 1998, and from AOL to
Mail.Ru Group in 2010.

1998

Google

POP:6.11 B

Originally the sear
engine used Stanf
website with the d
google.stanford.ed
Google is now the
dominant Global s
engine.
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2. Participant Survey:
Human Based Research; Research Panel

A survey was designed and deployed for two different relevant
groups to get perspectives from “Digital Immigrants” (Prensky

and Marc, 2001) and “Digital Natives”.

The goal of the survey was to learn how much people know
about how search engines work, their level of trust pertain-
ing to search engines, which devices they use, and how they
gather information when not using search engines or Face-
book. | also wanted to understand more about how people
use search engines to search for news, entertainment, local
information, academic research, and more. | chose to use

a market research partner to secure my respondents. After
evaluating options based on budget, ease of product use, and
the incentives the services offered, | selected Survey Monkey

market research service.

Survey Monkey incentivises respondents by offering a dona-
tion to a charity; respondents choose from a list of charities
serving a variety of causes. For every survey our U.S. panel-

ists took, we donated $0.50 to their chosen charity.

The specific goals of the survey were to:

1. Secure a baseline of comparison between digital
immigrants and digital natives as it relates to search and

their engagement online.
2. Use the data to inform the foresight scenarios.

3. Understand what search tools people are using for

different kinds of information.
4. Understand people’s level of trust in search engine results

5. Understand people’s level of knowledge pertaining to how

search engines work.

6. Draw a comparison between digital natives (ages 18-33)
and digital immigrants (ages 33 plus) to see if there were
clear differences in understanding, adoption, and trust of

search engines and their results.

7. Draw a comparison between the results of the men and
women to see if there were any variations, patterns or
trends in the results that provided insight about how

people use, understand, and trust search engines.
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The survey was broken into two separate survey groups: Dig-
ital Immigrants (ages 33 +) and Digital Natives (ages 18-33).
The survey was then divided into 50% male and 50% female
to ensure equal representation of both men and women, and
also to see if there were any obvious variations in the knowl-
edge, usage, and trust men and women have concerning

search engines.

During the research design of the survey, it was imperative to
include a question that would determine whether respondents
were answering questions honestly. There have been cases
where online research respondents were actually bots and
not real humans or did not meet the qualifying criteria for the

survey.

One question asked when people started using search
engines, with multiple time periods: (1990 - 1995); (1995
-2000); (2005 - 2010); (2010 - 2015); (After 2015). Search
engines were first introduced commercially between 1991-
1993 by AOL (first a DOS version in 1991-2, then a version

for Windows in 1993). One of the time periods offered in the
survey was pre-1990 as a trap question to determine whether

the survey participants were responding honestly. ARPANET

was launched in 1969 to a very small group of high-ranking
security and information technology professionals working for
the U.S. government. This survey targeted commercial audi-
ences under the age of most people who would have launched
or interacted with ARPANET. The framing of the survey was
also in relation to consumer-facing search engines. Four
respondents answered pre-1990; they were removed from the

data collection.

Survey Monkey was alerted to the respondents whose answer
to the screening question disqualified them, and the survey
was deployed again to replace those respondents with new
ones. Upon completion of the redeployment, it was discovered
that one more issue had to be addressed. A manual review of
each respondent showed that eight had not identified their age,
but their answers had been submitted as part of the complet-
ed group. This called into question all the results of those 8
respondents. Two new surveys were deployed to the target
“Digital Immigrant and “Digital Native” groups with an even

split between men and women for both surveys.
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Survey Subject Criteria:

Who are digital immigrants?

Characteristics

Digital Immigrants were born in a world without the internet.
They lived through the birth and death of laser discs, portable
CD players, car phones, floppy discs, and mini discs. They
have seen the convergence of news, entertainment, politics,
and world issues come together from multiple platforms to
one access point with multiple tools of access. They remem-
ber reference libraries, studying from books, and handwritten

bibliographies.

Key traits

+ They still buy the weekend newspaper
Their social media feeds are filled with their family and two
to three old friends from school

+ They would rather read a physical book, but have a Kobo or
Kindle
They still use email as their primary mode of digital

communication

Qualifications
They must meet at least three of the following identifiers to
qualify to take the survey:
They used a phone book in the past to find contact details
for businesses and people they knew
+ They at one point subscribed to Reader’s Digest or a
newspaper
They lived in a home without a computer
+ They remember typing class in high school

They used the “computer lab” in College or University

Ages of immigrant respondents surveyed:

52%

30-44 years old

48%

45-59 years old

A person born or brought up before the
widespread use of digital technology.

(PENSKY AND MARC 2001).
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Survey Subject Criteria:

Who are digital natives?

Characteristics
#0nlineforlife could be a good way to describe the average

digital native. They were born into an internet-rich life.

Key traits

« They are highly socially connected via digital platforms
and heavy users of social media
They communicate with their social group through
Facebook, Snapchat, and Whatsapp

They stream most of their music and movies

Qualifications
They must meet at least three of the following identifiers
to qualify to take the survey:
They owned a cell phone in high school
They have at least two active social media
accounts

They had a laptop in high school

Ages of native respondents surveyed:

4%

18-29 years old

26%

30-44 years old

A person born or brought up during
the age of digital technology and
therefore familiar with computers and
the Internet from an early age.

(PENSKY)
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3. STEEP-V Trend Analysis

STEEP-V is a great tool to get a macro look at a topic such as
search engines. Due to the far-reaching and pervasive nature
of the technology, it has impacted society, culture and our
access to a seemingly bottomless digital pit of knowledge. |
would be confident in referring to search as the largest single
source access point to the largest data depository of knowl-

edge ever.

The STEEPV process evolved from ideas developed by John-
son Research Associates (JRA) in the early 1960s. These
ideas were developed into the field anomaly relaxation (FAR)
method in a collaborative arrangement between Stanford
Research Institute, as it then was, and JRA, the outcome
being published in 1971. This work was was extended by
Holroyd & Loveridge in 1975 into STEEPV. So much for history,
but what does STEEPV mean, what is the process and when

has it been used?

STEEP-V is an acronym for the six themes for thinking about
the future:

Social, Technology, Economics, Ecology, Politics, Values

The second E (ecology) is often misinterpreted as “the envi-
ronment.” Ecology is a far wider concept: the relationship
between an organism and its environment. In this instance
the organism is the human being and the environment is the
world, both natural and human, in which human beings live.
Consequently, the second E spans from the ecology of ideas
to the relationship between human beings and the physical
and biological system within which they live. While not its
original purpose, the acronym has been used as a guide to
brainstorming sessions. There is nothing wrong in this but

it should not be confused with the STEEPV process which is
more thoughtful and thorough. The acronym has also been
used to give structure to the learning processes that are
essential to technology, environmental impact assessment,
foresight, and scenario planning. Here again the STEEPV
acronym acts as a guide to thinking and learning that informs
the investigative processes of TA and EIA, and that underpins

foresight and scenario planning.
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It is imperative to understand the trends that are directly and
indirectly influencing the search engine industry in order to

shape a projected image of the future. It is also necessary to
frame these trends in relation to their stages of scaling from

an industry and audience perspective.

| have established a four-stage evolution for the trends in the
search landscape. Each stage is based on the evolution of a
trend transitioning from theory to proof of concept to testing
to market introduction to adoption to mass adoption of the
target market. Not all trends transition through each stage,
but this is a fairly defined flow through with most trends go

through.
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Stage of trend evolution

I: Emerging: Approx 10% adoption, impact, or awareness by or to consumers

Nascent. Not yet adopted by industry or consumers. Most consumers who are aware of the trends are connected to the industry in ques-
tion or are early adopters. In proof of concept stage. Could be in market, but with small level of consumer awareness. Emerging trends are
being covered mostly by academic or industry sources. No way of doing a direct prognosis of potential societal, cultural, or

economic impact.

The potential impact areas of the trends range from social to cultural to economic. To provide a consistent factor that defines one trend

from another, | used consumer awareness and impact at a high level as the factors.

The definition of consumer awareness directly correlates to the level of which the mass media has covered the trend of the level of interest

consumers have shown via voting, protests or online activities.

The definition of impact for one trend will be different than another. The impact could be economic, environmental, political or geographic.
Many trends highlighted will have been adopted in North America, but won’t have been adopted in other countries such as China, Canada,
or India; where adoption numbers would vary greatly. Some trends will have a wide level of impact, but will be lower in consumer aware-

ness due to the intentions of the companies driving those trends.

.: Tipping Point: Approx 30% adoption, impact, or awareness by or to consumers
Low consumer awareness, but this trend is having a direct effect on 30% plus of the population. Tipping point trends, larger publications
and media outlets are reporting on and discussing the trends. Low ability to provide a prognosis of potential societal, cultural, or

economic impact.



Chapter 3: Methodology

-: Mature: Approx. 40-60% adoption, impact, or awareness by or to consumers
Major market integration. Mass consumer adoption. Media coverage from national and international consumer organizations along with

more robust academic coverage. There is either discussion about the need for government intervention or they are already involved.

There is enough data to provide a prognosis of potential societal, cultural, or economic impact.

-: Very Mature: Approx. 60% plus adoption, impact, or awareness by or to consumers
Commonly known to the average consumer. If someone were asked if they recognize the name of the trend, it would be familiar to them.
Consumer and industry media have covered the trend extensively, academics have covered the trend extensively and government regula-

tions might be in place. There is a clear prognosis of potential societal, cultural, or economic impact.

Trends were developed by over two years of research scanning academic reports, papers and presentations, looking at government poli-
cies and positions about the internet and related subjects, and speaking with industry experts anonymously. The research also included
synthesizing trends and patterns in the literature review and participant research, as well as reviewing industry and consumer media cov-

erage about online search and related subject matter. STEEP-V was the main framework for synthesizing the trends research.
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Chapter 4: Knowledge Timeline With Details

Since the beginning of recorded time, people have been
trying to communicate and share with each other. There has
been no other time in recorded history when people have had
such ready access to information. Other pivotal moments in
history featured an increase of information resources. The
establishment of the Library of Alexandria circa 300 A.D.

and the invention of the Gutenberg printing press in the 15th
century were milestones in the realm of information storage
and distribution, but it's hard to determine how many people

had access to those resources. Academic pursuits were often

reserved only for the wealthy, aristocratic members of society.

Although there were thousands of books and scrolls sitting in
libraries, access to a library was and often reserved for only

the upper class.

After decades of an open internet, the search engine is
controlled by an algorithm that is commercially motivated
(Google has over 80% of the market) (Statica). Although bil-
lions of people can access the internet, the information filter
(the search engine) now resembles Roman era library doors.
Search results are neither democratic nor overseen by a moral

or ethical standards body. Results are driven and filtered by

300-325 AD 77 AD
)
i
I
1
Libraries Encyclyopedia
POP:153 M POP:252 M

Library of Alexandria
becomes the largest and
most significant library in
the ancient world.

The first encyclopedia is
written by Roman author
Pliny, setting the model for
organizing & archiving
knowledge of the outside
world.

The Library of Alexandria was one of the greatest cultural
adornments of the late ancient world, containing thousands of
scrolls of Greek, Hebrew and Mesopotamian literature and art
and artefacts of ancient Egypt. The biblion (place for books)
focused on gathering materials and scripture from many
languages and forms.

Itis unclear as to when the library was burned down, and
historians can't agree if it was set on fire by the army of Julius
Caesar in 48 BC and destroyed in an attack by Aurelian in the
270s AD (MacLeod, R).

PORTION OF TIMELINE

Late 1100's

Scriptorium
POP: 350-400 M

Monks transcribing books
called “scriptorium” are
tasked with replicating &
copying the knowledge of
theera.

1440 1600's

Newspapers
POP: 530-578 M

Printing Press
POP: 350-375 M
Printing press allows for

widespread production of
printed material.

Newspapers began to inform
large groups of people of
current events & information.

Acknowledged as one of the most important inventions of
recorded time, the printing press had its origins in China, where
as early as the second century A.D. printing from engraved wood
blocks, or xylography, was in use. During the late 1430's,
Johannes Gutenberg used metal typefaces, improving the quality
and durability of the process. Gutenberg’s invention made a
dramatic impact when it reached the public. At first, the noble
classes looked down on it and regarded hand-inked books as a
sign of luxury. That bias enabled common people to access
books, increasing their knowledge; breaking barriers to education
and culture. The printing press was also largely responsible for
Latin’s decline as other regional languages became the norm in
locally printed materials. The printing press also helped
standardize language, grammar, and spelling. (Lauer, J).
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the commercial goals of the search organization along with
an algorithm that creates a Filter Bubble, where results are
tailored to users and their likes, rather providing a broad and

deep search result that is weighted and balanced.

The seemingly open and free access point that billions of
people use to get information is actually a somewhat closed
platform because of the algorithm that defines its behaviour.
As we move forward, are we regressing and taking one of the
most disruptive and connective technologies and forward-fit-
ting it to suit the capitalistic framework we have been using

as a beacon of success for over a century now?

Throughout history, groundbreaking tools and technology
have changed how people get information (printing press,
radio/television, web, social, etc.). Search appears to have
been a great equalizer. The open internet and the networked
search engine could get users all the information they needed,
quickly and easily. But is that really the case? From the launch
of the first consumer search engine in 1995 until the present
day, with the evolution of how we search, store and share
information, are we as open and neutral as we have ever
been? For centuries, library sciences have been battling with

similar bias from authors, publishers, and distributors altering

facts, omitting periods of history and rewriting stories in favor
of contemporary value systems. As communication technol-
ogy expanded, people around the world began to learn about
perspectives different than their own. People began to see
world issues through new lenses. New systems were estab-
lished to ensure the accountability and ethical integrity of
information sources. From the ombudsman of the journalism
sector to advertising ethics bureaus around the world, media
companies work within a world of unbiased governance to
keep the audience’s moral and ethical interests aligned with

the companies commercial growth.

The timeline of knowledge shows that the evolution of knowl-
edge searching, sharing, and storing has been rapid—espe-
cially in the last century. Access to knowledge has become
decentralized, offering more access to search engines than
libraries and more ways for peers to share and corroborate
information. The main information sources we are using, such
as search engines, have no borders, few to no regulations,
and have global market penetration that very few brands and
sectors have ever been able to achieve. In that opening of the
aperture, the hidden side has the aperture closing rapidly,
offering up less results with more customized specificity, fil-

tering out options that could be viable and insightful based on



the search query. While we have more monitors in our homes
and hands that are giving us access to the knowledge of the
world, what we see is a fraction of what is available. This frac-
tion of a fraction that we see is determined not by the user’s
discretion or their sense of curiosity. The results are deter-
mined by providing results that have the best possible chance
of the user being happy with the results. Bias has been in
knowledge capture before; from scriptorium to encyclopedia,
those who write history can turn folklore into fact. In 2017, this
is more prevalent and pervasive before, creating an invisible
bottleneck the eye can't see, but the mind consumes. We are
so far ahead and yet so far behind in the way we are providing
the world access to enriching their understanding of people,
agriculture, politics, sports and other topics that shape us
every day. Is it true that more people do have access to the
ability to access knowledge now, but through who's filter and

by what commercial lens?
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Chapter 5: Horizon Scanning With STEEP-V Trend Analysis

In this chapter we explore the predominant and driving trends
impacting search engines today. STEEP+V provides a holistic
view of the trends impacting the subject area via social, tech-
nological, environmental, economic, political external factors.
Are we progressing faster than we thought with policy reform?
Are consumers engaged in shaping how search makes their
lives better? How fake is fake news? We explore the trends
here to better understand the landscape and the positive or
negative trends that are shaping how we search, share and

store the world's knowledge.



Description

Attention Spans Need Not Apply

The on-going trend of people who search never
searching past the first page of search results.

I:@ Negative Trend

Implications

Confirmed from 3rd party and 1st party data, this
trend speaks to our impatience as a society to
thoroughly review information being provided and
highlights the importance of SEO marketing and
the impact on products and services being mar-
keted through search engines. If this consumer
behaviour doesn't help evolve the way results are
presented and search engine marketing which
drives billions of dollars in profit continues to
grow, we could see for-profit commercially driven
search engines driving profit over balanced
search results. Without policy ensuring the
weighted balance of the algorithm between soci-
etal, moral and commercial needs, there might be
a growing need for more government supported
search engines and more money and time invest-
ed in media policy reform.

Signals

1. The YOY increase in companies investing in
SEO to ensure top of page ranking, Over half (52%)
of small businesses in the US invested in search
engine optimization (SEO) in 2016, and 74% expect
to do so in 2017, according to new research from
Clutch, a leading B2B research and reviews firm.
In addition, 66% of small businesses say they plan
to invest in pay-per-click (PPC) digital advertising,
such as Google search ads, by the end of 2017.
(Kemper, 2016).

2.90% of people searching never leave the first
page. 50% of all clicks go to the top search
results.

Internet public interest, socioeconomic search patterns, search effects and consumer behavior, online superstructues, social network engagement

Stakeholders

Citizens
Corporations
Ethicists

Policy makers
Programmers
Regulatory bodies
Search companies



Description

Micro Search Engines /
Curated Search Engines

Rather than a broad based general search
engine with links wide, curated search engines
are often seeded through links specified by
curators of custom search engines.

[ 1] Emerging

E@ Positive Trend

Implications

From search engines such as Wolfram Alpha to
Pinterest (which isn't technically a search engine,
but does function like a micro search destination),
there is an opportunity for search to get slower
and smarter. Algorithms can become specialized
and shaped by the content isn’t meant to curate.
This would have positive implications to aca-
demia, citizen search and the overall quality of the

content we seek out online everyday.

Signals

1. Sites like Yelp, Research Gate, business.com,
Ask Wonder (one part paid custom search/one
part research partner), and others continue to
grow in user base and relevance in very specific
search needs.

2. The birth of Attrakt (an Italian search engine
exploring more curated results). Attrakt was sued
by Google, which ended in a countersuit, which
Attrakt won, but their site never worked again
(Bue, 2016).

3. Search browsers such as CAKE launched in
October 2017 that is available exclusively on
mobile. CAKE is focused on streamlining search-
es by taking users directly to results and letting
them swipe through pre-loaded pages (Well,
2017).

Internet public interest, socioeconomic search patterns, search effects and consumer behavior, online superstructues, social network engagement

Stakeholders

Algorithm developers
Corporations
ISPs

Search companies



Description

The Genius Syndrome

“The act of humans deferring to a search engine
to prove that they are correct when engaging

in conversations with people. Historically,

we would have either known a fact, a piece

of information or a opinion and shared that
information without the need or ability to
corroborate.

We can now confirm information in a mere
minute by asking Siri, Alexa or going on Baidu to
confirm the information.

B ] vetue

I:@ Negative Trend

Implications

This trend has many potential positive and
negative implications. With the east access to
information, will people be less inclined to pause
and absorb seemingly unnecessary information?
Will they rely on search for all the facts and fig-
ures they don’t want to retain? Empirical evidence
questions this theory, with very smart people
going back to Roman times sharing the same fear
about thoughts from the mind being transferred
to books. In addition to the brain drain concern,
there is a growing assumption that the majority of
the information found online is factual. With the
rise of “fake news” sites and other sources posi-
tioned as credible sites, how does one distinguish
the BBQ from Gawker?

Signals

1. Trend has been referenced in pop culture TV
shows in context to trivia and knowledge chal-
lenges among characters, where Google plays the
access point, rather than the characters memory.

Internet public interest, socioeconomic search patterns, search effects and consumer behavior, online superstructues, social network engagement

Stakeholders

Citizens
Corporations
Ethicists
Programmers

Search companies



Description

Slow Search

The movement to focus more on the quality and
dynamic nature of the search to yield smarter
more relevant results as oppose to speed being
the driving force behind securing results.

[ 1 Emerging

E@ Positive Trend

Implications

There is an opportunity here to engage the public
and apply the same mental model of the slow food
movement. In preserving our cultural heritage the
slow movement and the slow food movement in
particular also preserves our physical environ-
ment by supporting and promoting sustainable
systems of agriculture such as organic and biody-
namic, and the use of traditional seeds and agri-
cultural practices. This connection between the
food we eat and the land we live on could be used
to create a connection with our search and the
thoughtful and unbiased search results we should
all be getting. Relaxing time constraints creates
interesting opportunities to change “search” as
we know it. Especially useful for complex informa-
tion needs that extend over time, richer under-
standing and presentation of information. Slow
search can allow us to think about solutions that
support differential computation (e.g., CiteSight)
and combine human and algorithmic components
(e.g. TailAnswers, VizWiz).

Signals

1. The drive for consumers and advocacy
agencies to better understand the function and
intelligence of the algorithms that are powering
our search (Access Now, n.d).

2. Academics and information literacy experts
identifying the problem and beginning the pro-
cess of recommending solutions (Teevan, 2013).

Internet public interest, socioeconomic search patterns, search effects and consumer behavior, online superstructues, social network engagement

Stakeholders

Citizens
Corporations
Ethicists
Programmers
Search companies



Description

The Filter Bubble

A filter bubble is the intellectual isolation

that can occur when websites make use

of algorithms to selectively assume the
information a user would want to see, and then
give information to the user according to this
assumption. Websites make these assumptions
based on the information related to the user,
such as former click behavior, browsing history,
search history and location. For that reason,
the websites are more likely to present only
information that will abide by the user’s past
activity. A filter bubble, therefore, can cause
users to get significantly less contact with
contradicting viewpoints, causing the user to
become intellectually isolated.

Personalized search results from Google and
personalized news stream from Facebook are
two perfect examples of this phenomenon.

E@ Negative Trend

Implications

Individuals’ tendency toward confirmation bias
has long been established in the offline world (see
Klayman 1995; Nickerson 1998; Schulz-Hardt et
al. 2000). This tendency is inherent in us all and
now a main factor in the search results of billions
of people. If we don’t see immediate exploration
of how to evolve this component of design, we
will see the world become more devided, more
segmented and less inclined to suspend disbelief
in some of the most important subjects in con-
temporary society, such as gender equity, race
relations, class systems and capitalism. Among
the many trends that are affecting search, the
filter bubble is among the top contenders for long

term negative implications.

Signals

1. News outlets and social networks adopting the
predictive and personalized search algorithms
around the world

2. Studies confirming search results dramtically
impact people’s opinions on whether to elect
someone into political office

3. Technology solution companies such as SAP
creating filter bubbles for products and services
ranging from media products to educational
institutions

4. Results of two major studies show that search
engines may exacerbate confirmation bias by
generating results that consist only of confirming

evidence for search contexts where disconfirming

evidence is identified using different terms or
phrases. This induces individuals to make biased
decisions.

5. The strategy of extremist groups to use
YouTube and search as a way to promote and

proliferate their propaganda and content.

Stakeholders

Citizens

Ethicists

Policy makers
Programmers
Regulatory bodies
Search companies

Info: Electronic information, resource searching, online information services, information privatization, information economy, information biases heterogenous network, information prioritization, information filtering

Search: Intelligent algorithm, algorithmic accountability, predictive search, native search, contextual keywords, search technology, network intelligence, web search engines, internet searching, google ideology, bobble,

search engine, retrieval systems, capitalism in search, seo, metatags, metalinks, search incognito, algorithmic personalization, classification algorithms, algorithms, automatic classification, personal assistants
Al: Environment scanning, artifical intelligence, digital assistants, voice command, human computer interaction, software industry, computer software, content transmission to cognitive immersion



Description

The Future Is Now

Using patterns, predictive analytics and
machine learning to predict the future with far
more certainty than we have ever been able to
before.

[ 1 Emerging

E@ Positive Trend

Implications

There is a very real threat this trend could have
in practice depending on who leveraged it. From
politics to a pre-crime unit, films have theorized
about how predictive or “future telling” can be
applied, both ethically and unethically. Removing
the technology and level of sophistication from
the trend, humans have been living patterns for
thousands of years within feedback loops, both
positive and negative. If this trends becomes
prevalent and widely used, the impacts could
negatively affects people’s ability to imagine
themselves not repeating a pattern and relegating
themselves to a life of manifest destiny; keeping
them within their socioeconomic levels, their
education levels, their physical settings, etc. If
it against many odds that people persevere and
break through and beyond molds. If we endeav-
our to predict who we act, what we eat, who we
love and why we live; we might limit our ability
to dream and create beyond the confines of the
predictions masqueraded as fact.

Signals

1. Companies such as SAP, Cisco, IBM and others
launching machine learning products around the
world.

2. Companies like social lender take your social
media profile and they use that data to determine
whether you are a good candidate for a loan.
(Social Lender, 2017)

Stakeholders

Citizens

Ethicists

ISPs

Policy makers
Programmers
Search companies
Software developers

Info: Electronic information, resource searching, online information services, information privatization, information economy, information biases heterogenous network, information prioritization, information filtering
Search: Intelligent algorithm, algorithmic accountability, predictive search, native search, contextual keywords, search technology, network intelligence, web search engines, internet searching, google ideology, bobble,
search engine, retrieval systems, capitalism in search, seo, metatags, metalinks, search incognito, algorithmic personalization, classification algorithms, algorithms, automatic classification, personal assistants

Al: Environment scanning, artifical intelligence, digital assistants, voice command, human computer interaction, software industry, computer software, content transmission to cognitive immersion



Description

Talk Is Cheap... Or Is It?

The rise of voice based search products.

 —

Positive Trend

Implications

As | walk the streets of downtown Toronto, large
ads are peppered throughout the downtown core
promoting “Google Home". Simple questions to
help you with your day make voice enabled search
tools like Google home, Siri, Amazon Echo very
attractive. It is easy and natural, like speaking
with a friend. The implications for this trend are
almost too vast to comprehend. Voice has been
used by many for years in different closed plat-
form settings. Disabeled people and those with
physical challenges as well as the blind have used
voice automated services for dictation, home
automation and other functions. As the feature

of voice has been paired with open sources,
networked tools such as IFTTH, Nest, apps, home
lighting and other home features; we are starting
to see the impact of connected devices, search
and voice. It would be prudent for investors to
double down on this area and for consumers

to wait for the second or third generations of prod-
ucts being launched that offer these connected
services. Search services need to be agressive
and differentiate themselves in unique ways that
truly add value to a consumer from a micro or
macro perspective.

Signals

1. Amy, Echo, Jibo, Hound, Window's Cortana,
Apple’s Siri, Google home. Google Home now
launched Google Home mini to compliment their
larger unit. Revenue in the Control and Connec-
tivity segment amounts to US$6,816m in 2017
(Statista, 2017).

2. At CES 2017, full sessions were dedicated
to programmers working exclusively on voice
enabled tools.

3. Artists are exploring the converging relation-
ship between humans and voice automated
search by tracking years of searches to highlight
how we are engaging with the toos. An NFB digi
doc “"OK Google"” by Brett Gaylor draws upon
five years' worth of recordings of Gaylor's son,
Rowan, interacting with Google's voice-activated
digital assistant. The film observes the growth of
both the child and his Al buddy side by side as fun
animation develops the amusing recordings.

Stakeholders

Citizens

ISPs

Policy makers
Programmers
Search companies
Software developers
Venture capitalists

Info: Electronic information, resource searching, online information services, information privatization, information economy, information biases heterogenous network, information prioritization, information filtering
Search: Intelligent algorithm, algorithmic accountability, predictive search, native search, contextual keywords, search technology, network intelligence, web search engines, internet searching, google ideology, bobble,
search engine, retrieval systems, capitalism in search, seo, metatags, metalinks, search incognito, algorithmic personalization, classification algorithms, algorithms, automatic classification, personal assistants

Al: Environment scanning, artifical intelligence, digital assistants, voice command, human computer interaction, software industry, computer software, content transmission to cognitive immersion



Description

Decentralized Learning

The transition from academic research sources,
libraries and encyclopedias to YouTube, Google
and open source and free sources as key
sources of knowledge. With the birth of search,
libraries are losing their relevance and the art
of preservation is in a state of flex. Where do
we go when we want to engage with a subject,
explore and artifact or corroborate a story? Our
local library or Google?

T — T

I:é Positive Trend

Implications

Connection and experience in the physical and
digital spaces will be paramount. Micro search
engines, specialized sections in libraries and
collaborations with different complementary
businesses and brands will help create context
and value for audiences. This presents a great
opportunity for learning institutions to create
barrier free educational opportunities that are
elevated beyond just access to information.

Signals

1. Libraries are collaborating more with out-
side non-academic partners; diversifying their

programming. (Sarjeant-Jenkins, R., & Walker, K.

2011)

2. Students using Google Scholar more than

accessing their school library sources.

3. KHAN Academy that was launched in 2008 as

a free educational online module based resource

has delivered more than one billion lessons and

students have completed more than eight billion
exercise problems. Khan Academy has more than

57 million registered users (many more use our
site without registering). (Khan Academy, 2017)

Stakeholders

Citizens

Content creators
Educators

ISPs

Software developers

Info: Electronic information, resource searching, online information services, information privatization, information economy, information biases heterogenous network, information prioritization, information filtering
Search: Intelligent algorithm, algorithmic accountability, predictive search, native search, contextual keywords, search technology, network intelligence, web search engines, internet searching, google ideology, bobble,
search engine, retrieval systems, capitalism in search, seo, metatags, metalinks, search incognito, algorithmic personalization, classification algorithms, algorithms, automatic classification, personal assistants

Al: Environment scanning, artifical intelligence, digital assistants, voice command, human computer interaction, software industry, computer software, content transmission to cognitive immersion



Description

Conditional Connections

The current pattern of extreme weather that
is causing hurricanes, major storms and other
community damaging weather that is killing
power lines, internet and cellular connections
between people around the world.

.: Tipping Point

I:@ Negative Trend

Wireless internet, solar power, natural disasters, power outages, satellites, ice storms, off line

Implications

Search is becoming more and more of a source of
pertinent information such as locations of hospi-
tals, pharmacies along with everything from local
politics to tracking weather patterns. Yellowpages
and 411 are long gone and have been replaced
with desktop and mobile search. Understanding
this growing dependency and how to be prepared
for a situation where a neighbourood, city or per-
haps even a country could be without the ability
to search for information is as essential as ensur-
ing we have light and heat. This could drive the
home solar battery business forward more, with
economies of scale enabling more family homes
to purchase power; creating less dependence.

Signals

1. Hurricane Irma in Miami and the Caribbean
2. Hurricane Maria in Puerto Rico

3. Hurricane Harvey in Texas

Stakeholders

Citizens

Ethicists
Programmers
Policy makers
Search companies
Regulatory bodies



Description

In Solar We Trust

As alternative energy collecting technology
scales and becomes more affordable, consum-
ers will have more access to harnessing their
own power through tools such as solar panels.
This energy could be used to power personal
home and office power grids.

.: Tipping Point

E@ Positive Trend

Wireless internet, solar power, natural disasters, power outages, satellites, ice storms, off line

Implications

This trend has the ability to impact small and
large businesses, and any person who is depen-
dent on power. As we become more self sustain-
ing with gathering and storing our own power and
looking to government to help support and sub-
sidize initiatives that will help continue to bring
costs down and access to more people, we will
be able to diversity our dependencies. The trend
could be very beneficial for very remote parts of
the world where infrastructure investments aren't
as substantial as major cities.

Signals

1. The consumer adoption of products like the
Telsa Powerwall that backup power during utility
outages, natural disasters or to reduce the strain

on existing power sources.

2. After years of price barriers for industry and
consumers alike, solar and electric power sources
are scaling along, research now indicates that
even in the worst-case scenario, whereby solar
panels perform at their lowest efficiency levels,
the industry is set to break even in 2017 in terms
of energy use and in 2018 for emissions. (Nature
Commun. 7, 13728 (2016)

3. Growth of more solar focused investment
funds such as Solar Bonds

4. The growth of employment in the renewable
energy industry worldwide. By the end of 2014
there were 7.7 million jobs in the renewable energy
industry worldwide, up 18 per cent over the year
before. (IRENA, 2015)

Stakeholders

Citizens

Ethicists
Programmers
Policy makers
Search companies
Regulatory bodies



Description

Every Step You Take

The invasive and pervasive act of data
collection and advertising companies who track
your data across any touchpoint where you are
connected and opted in. This happens primarily
through location based authentication, with
multiple data points being cross references to
create a consumer path advertisers can use to
sell things to people with.

B ] vetue

E@ g:l Positive & Negative Trend

Implications

Organizations such as the Location Based
Marketing Association have launched campaigns
that harmonize data from search, user behaviour,
buying trends and other data they gather when
people are connected.

The meteoric growth of data driven advertising
companies mining the internet for data to connect
with audiences to sell fulsome data sets to
brands, products and services.

Marketing: Seo optimization, user data, consumer behavior, marketing, search and adwords, internet policy
Libraries: Digitization, digital preservation, book scanning, digital storage,digital information

Signals

1. All location technologies - beacon, NFC, GPS,
and wifi - are set to grow by double digits, with
63% of marketers planning to invest in wifi, 57%
of marketers planning to invest in GPS, 46% NFC
and 41% in beacons. (Location Based Marketing
Association, 2016).

2. In a survey of "500 marketing decision makers,”
25% of marketing budgets are spent on loca-
tion-based marketing and over 50% of brands

are using location data to target customers.

This represents billions of dollars. Location is an
increasingly critical element of digital marketing
for brands and enterprises. (Location Based
Marketing Association, 2016).

Stakeholders

Citizens
Corporations
Ethicists

Policy makers
Regulatory bodies
Search companies



Description

From A Nudge To Manipulation

When advertisers adjust pricing and
recommendations based on your income level.
From travel to concert tickets, based on data
collected, advertisers shape what you see and
pricing variations based on your history and
any data markers they can use to customize the
deals.

B ] vetue

I:@ Negative Trend

Implications

This trend is similar to the filter bubble, with a
focus on economic and behavioral factors. This
trend could be perceived as one of the most ethi-
cally precarious ones, with very low to no visibility
to customers and no firm regulations to date. The
ripple effect of this trend is far reaching and is
contradictory to an open market where all buyers
are treated fairly. The act of adjusting prices has
happened in marketplaces for centuries, but not
in such a pervasive fashion.

Marketing: Seo optimization, user data, consumer behavior, marketing, search and adwords, internet policy
Libraries: Digitization, digital preservation, book scanning, digital storage,digital information

Signals

1. It was the same Swingline stapler, on the
same Staples.com website. But for Kim Wamble,
the price was $15.79, while the price on Trude
Frizzell's screen, just a few miles away, was
$14.29. Exerpt from a Wall Street Journal article.
(Valentine, J, 2012)

Stakeholders

Citizens
Corporations
Ethicists

Policy makers
Regulatory bodies
Search companies



Description

An Attempt At Balance

Google Ad Grants are advertising credits that
enable non-profit organizations the ability to
apply for and use Google Adwords to their
campaigns. Non-profit advertisers ads are
entirely text-based (no videos or images).
Ads appear only on Google search results
pages, in positions below the ads of paying
advertisers. All campaigns must be keyword-
targeted. Maximum cost-per-click (CPC) will
be $2.00 USD. They can receive $10,000 USD
(up to $40,000 USD for Grantspro participants)
of in-kind AdWords advertising each month.
Keyword-based advertising are ads that are
linked to specific words or phrases specified
by the advertiser (in this case, you), so when
a search term matches the specific word or
phrase, the ad will appear.

Pay-per-click is an advertising model where you
pay the publisher (in this case, Google) when a
visitor clicks on your ad.

B ] Tipping Point

E@ Positive Trend

Implications

Although there has been quantifiable impact
through the support search companies are pro-
viding non-profits, there are set limits on bidding
and certain restrictions that limit their ability to
leverage the grants. It would be advantegous

for search providers to explore set discounts for
non-profits and charities to go beyond the grant
and agressively compete with for-profits for spe-
cific search terms and words. It would be great if
there was designated individuals in government
that can help create more awareness about the
services offered and the benefits of using search
in their organizaitonal goals.

Marketing: Seo optimization, user data, consumer behavior, marketing, search and adwords, internet policy
Libraries: Digitization, digital preservation, book scanning, digital storage,digital information

Signals

1. Science Buddies was one of the earliest
adopters of the Google Ad Grants program, having
joined the year the program launched in 2003,

and later became a Grantspro recipient. In 2004,
171,000 unique visits to Science Buddies came via
Ad Grants; by 2005, this number had increased to
773,000 unique visits. By 2006, Google Ad Grants
had doubled the traffic to the website. According
to President and Founder Kenneth Hess, “Ad
Grants really put us on the map!” In the past 12
months alone, approximately 1,500 teachers have
registered to download resources to help manage
student science projects, and approximately
100,000 students have registered to use the Topic
Selection

Wizard, which helps them find a science project
suited to their interests. (Google, n.d).

2. Ad Grants was able to quickly help the organi-

un

zation, “"When large numbers of refugees arrived
in Frankfurt at the end of 2015 needing rapid help,

we started a corresponding fundraising campaign

nn un

via Google,”” recounted Franz. “"So we were
present with the right message at the right time
on the right channel, and very quickly generated

nn

extensive resources.”” Compared to 2010, Caritas
was able to increase its online donations by 646%
in 2015 and better publicize its charitable work.
In addition to Google Ad Grants, the organization
is planning to leverage other Google tools in the
future, to draw even more attention to problems

and to increase people’s generosity (Google. n.d).

Stakeholders

Citizens

Ethicists

Policy makers
Regulatory bodies
Search companies



Description

Playing The Long Game

The trend of companies using more long tail
search terms that will help them appear more

in search in context to their offering, compet-
ing with more short tail terms that are usually
harder to “own”. Terms and words are suppose
to be contextual to your product or service to be
used, so SEO/SEM companies are getting very
creative with their recommendations for key
long tail terms that are broad enough, but won't
cause flags with the system.

.: Tipping Point

E@ g:l Positive & Negative Trend

Implications

There is a challenge here for both organic search
results and AdWords and other programmatic
search based services. Launched in 2013, The
Canadian Marketing Association (CMA) has
“AdChoices”, the Canadian Self-Regulatory
Program for Online Behavioural Advertising
which is suppose to bring more transparency and
consumer choice to online advertising. The pro-
gram has been crafted by the Digital Advertising
Alliance of Canada (DAAC), a partnership between
CMA and seven other Canadian leading marketing
and advertising associations. When programs
such as AdChoices or the New Privacy Forum
based out of Washington are established, to suc-
ceed in working to help maintain ethical business
balance, having them be self-regulated creates

an inherent bias with compromised motivation to
govern over their colleagues and peers.

Marketing: Seo optimization, user data, consumer behavior, marketing, search and adwords, internet policy
Libraries: Digitization, digital preservation, book scanning, digital storage,digital information

Signals

1. Google making updates to their algorithms to
combat companies manipulating their search
terms beyond their true business offering.
(Google. n.d).

Stakeholders

Corporations
Ethicists
Regulatory bodies
Search companies



Description

No One Should Be Accounting
For Your Taste Or Access

The uncertain future of net neutrality. Net neu-
trality is the idea that internet service providers
(ISPs) treat everyone’s data equally — whether
that's an email from your mother, a bank trans-
fer or a streamed episode of The Handmaid's
Tale. It means that ISPs don’t get to choose
which data is sent more quickly, and which
sites get blocked or throttled (for example,
slowing the delivery of a TV show because it is
streamed by a video company that competes
with a subsidiary of the ISP) and who has to
pay extra. For this reason, some have described
net neutrality as the “first amendment of the
internet”.

I:@ Negative Trend

Implications

If net neutrality is no longer one of the main
equalizers of the internet, search will start to

lose their power in the ability to serve up search
results based on their algorithm if they are forced
to rank results based on CP’s that are paying ISP’s
for priority speeds. This is not a definitive result of
the loss of net neutrality, but it is a probability.

Search effects and politics, internet governance, internet regulations, search censorship, digital barriers, search policy

Relevant cases: China, Google-Hilary issue

Signals

1. The unified opposition of eliminating or loosen-
ing the rules of net neutrality by companies like
Facebook, Amazon and others. Corporate interest,
public office officials positioning net neutrality as
a barrier to innovation and open market competi-
tion. (BBC, 2017).

2.1n 2014, TV personality, John Oliver from Last
Week Tonight asked his audience to oppose

the removal of net neutrality regulations. His
audience went online and crashed the Federal
Communication Commission website and over
47,000 public complaints were filed and the video
was shared over 800,000 times. (Holpuch, 2014).

3.1n 2017, TV personality, John Oliver from

Last Week Tonight asked his audience to again,
oppose the roll back net neutrality rules for what
the Federal Communication Commission Chair
Ajit Pai calls a change to voluntary adherence to
net neutrality. (Roberts. 2017).

Stakeholders

Citizens
Corporations
Ethicists

Policy makers
Regulatory bodies
Search companies



Description

Buying The Vote

Services such as Google AdWords give busi-
nesses the ability to bid on search words and
terms based on an auction style structure. This
trend has been a search engine product offering
for over a decade and the majority of search
engines profits come from bidding revenue.

In recent years, deeper understanding has
become more commonplace about the process
of bidding on search words ands strategies to
secure words and terms has become a priority
for many businesses. These strategies have
moved beyond consumer goods and are now
being used extensively by political strategists,
extremist groups and organizations looking to
bias results by manipulating search results.

—

E@ g:l Positive & Negative Trend

Implications

This trend is one of the most pertinent trends and
requires attention from multiple stakeholders.
Search companies do endavour to keep organiza-
tions from manipulating results, but there is work
to be done in the automated system to extend

the same rigour to flagging companies who are
buying sentiment words against certain products,
services, etc. Companies could be using audience
profiles to target them based on their desired
outcomes. This is perfectly fine if the results the
company is looking to serve up are ethical and
truthful. The main focus of ensuring this search
advertising feature isn't subverted is to focus on
qualifying the companies paying for the search
words and terms.

Search effects and politics, internet governance, internet regulations, search censorship, digital barriers, search policy

Relevant cases: China, Google-Hilary issue

Signals Stakeholders
1. In recent experiments we were able to shift Citizens
people’s viewpoints about fracking (safe or Ethicists

dangerous?), homosexuality (in the genes or Policy makers

a matter of choice?), and artificial intelligence Programmers
(beneficial or a threat to humanity?) by between Regulatory bodies
25 and 36 per cent after a single online search.

“"The Search Engine Manipulation Effect (SEME)

and Its Unparalleled Power To Influence How We

Search companies

Think""- Robert Epstein of American Institute for
Behavioral Research and Technology

2. House of Cards was one of the first to popular-

"

ize the “"data strategy”” of shaping elections by

impacting online search results.

3. Google has launched “The Civic Information
API”, which allows developers to build applica-
tions that let citizens and voters know about their
political representation and voting locations.
(Google, n.d).



Description

Fake News Awakening

Some call it “fake news”, others call it
“propaganda”. It is the trend of false news
stories being placed across social and online
posing as legitimate news. Fake news is
conceived, written, published and disseminated
for the purpose of swaying public opinion, in
many cases towards the far political right.

Fake news may take the form of videos posted
on social media.In most cases, the purpose is
purely the generation of advertising revenue.

E@ Negative Trend

Implications

The ability for citizens to distinguish between
legitimate and credible news sources and news
that has no credible facts or have been substanti-
ated by credible sources or are completely fabri-
cated is essential to esure society preception and
understanding isn't skewed by political agenda’s
or commerical drivers without being aware of the
context. “Entertainment news” and “Tabloid news”
have been part of our media landscape for over a
century, but there was a clear distinction between
tabloid sources and news sources such as BBC,
CBC or Al Jezeera; all of which follow more struc-
tured codes of conduct and in most operating
structures have oversight from an ombudsman,
who works on behalf people’s right to fair and
factual stroies. As the right balance of gover-
nance is determined in regards to the internet and
new news sources such as Facebook, Twitter and
other sources that have no regulated responsi-
bility to ensure their information is credible and
transparent, we much be vigilent in ensuring from
both a consumer and government level, this trend
is at the forefront of the conversation with policy
makers, corporations and all other relevant stake-
holders. Fake news married with predictive search
along with contextual advertising can results in
futher division between people’s perspectives on
the world they live in and the way we will shape
policy, culture and a connected society. There

is a great opportunity for legitimate publishers

to align with some of the top fact checkers such
as Snopes, Politifact, ABC News, and FactCheck.
org to put set regulations in place and a global
designation as a credible news source.

Search effects and politics, internet governance, internet regulations, search censorship, digital barriers, search policy

Relevant cases: China, Google-Hilary issue

Signals

1. Some search engines have incorporated

nn

machine learning “"fact checkers”” that generally
do not affect the ranking order of search results,
but attempt to provide additional information on
the trustworthiness of the content. For example, if
two or more third-party fact-checking algorithms
dispute content, this will be flagged to the user

(J, Condlife). These computational fact-checking
algorithms may use sources such as Wikipedia
and/or Freebase, using the complexity of linkages

among concepts in these knowledge graphs to

un. nn

estimate “"truth scores”” (Giovanni, C). Some
commentators, however, have raised the issue of

who checks the fact checkers.

2. 23% of people surveyed say they have shared
a made-up news story — either knowingly or not
(PEW) and 64% are experiencing a great deal of
confusion trying to distinguish between real and
fake news. Man brings gun to pizza restaurant
based on fake news reports that they are hiding a
child sex ring.

3. Actual fake news sites are being created in
partnership with legitimate news sources. Fake
news websites have even been created by main-
stream businesses. For example, 20th Century
Fox received significant criticism for working with
a fake news publisher to create multiple websites
with names like the Houston Leader, which imitat-
ed the look of mainstream websites and published
articles about celebrities and controversial topics
of interest that were widely shared through public
media, but had as their primary purpose the
promotion of a new film by promotional hashtags
(Gentzkow, M & Allcott, H).

Stakeholders

Citizens
Fact checking services
Publishers

Regulators



Description

Blind Faith

“Organizations like the electronic frontiers
foundation protecting internet services from
prosecution in favor of protecting section 230
of the U.S code of Congress: Section 230 is the
two-decade old statute passed by Congress to
promote online free speech and innovation by
immunizing (with certain exceptions) Internet
intermediaries from liability for illegal content
created or posted by their users. Section 230
immunity holds as long as the companies did
not themselves create the illegal content, while
editing user-generated content is permitted

by Section 230 as long as the editing does not
make the content illegal.

E@ g:l Positive & Negative Trend

Implications

In the face of watershed moments such as the
introduction of the The Stop Online Piracy Act
(SOPA), the controversial United States bill
introduced by U.S. Representative Lamar S.
Smith, which would have expanded the ability of
U.S. law enforcement to combat online copyright
infringement and online trafficking in counterfeit
goods, the power of citizens and organizations
such as tne EFF are actualized. The challenge
lies in the rigididity of the position to protect all
internet intermediaries from liability. Due to the
ambiguity of the role of the intermediary and the
focused effort of the “responsible” party to hire
their identity, there must be further exploration as
to what governening officials can ask of the inter-
mediaries in extreme situations. This will become
more important as voice automated search starts
to record and store voice search queries along
with typed search queries.

Search effects and politics, internet governance, internet regulations, search censorship, digital barriers, search policy

Relevant cases: China, Google-Hilary issue

Signals

1. A blistering bipartisan report was released from
the U.S. Senate’s Subcommittee on Investigations
found that “Backpage has knowingly concealed
evidence of criminality by systematically editing”
advertisements to disguise the fact that they
involve prostitution and child sex trafficking.
Backpage was an intermediary and had been
protected by the EFF.

2. Search engines like Baidu fall under Chinese
privacy regulations and it is widely known that
they routinely remove world trends and topics
from being searchable by Baidu users. In May
2011, activists sued Baidu in the United States for
violating the U.S. constitution by the censorship
it conducts in accord with the demand of the
Chinese government. A U.S. judge has ruled that
the Chinese search engine Baidu has the right to
block pro-democracy works from its query results,
dismissing a lawsuit that sought to punish the
company for Internet censorship (Zhang et al v.
Baidu.Com Inc. et al).

Stakeholders

Citizens
Corporations
Ethicists

Policy makers
Regulatory bodies
Search companies



Description

Chicken And The Egg

The tension between an information content
provider, an interactive computer service and
a publisher that has developed due to the lack
or regulation, accountability and oversight
pertaining to information being posted that
breaks laws, endangers people and has no
factual filter. As social networks become
publishers of multiple kinds of content, some
now original content; the transition from
information highway to curated, algorithm
driven network has regulators, policy makers
and consumers looking for more oversight and
accountability for the content that is being
posted by anyone and everyone with no third
party liability or accountability.

I:@ Negative Trend

Implications

If code 230 within the CDA does not get amended
to make one or both the ISP or/and computer
internet service provider accountable for the
content posted on the service providers sites,
companies creating spaces for drug trafficking,
human trafficking and other dangerous and illegal
activities will continue to flourish. As service
providers like Craigslist and Backpage have been
pressured to remove their adult services sections,
companies like Silk Road are pulled down, the
case studies and supporting materials to warrant
review of code 230 strengthen.

Signals

1. Craigslist removed their personal ad amidst all
the controversy about BackPage, who was being
accused of enabling sex trafficking to happen via
private tools and payment systems on Backpage.

Stakeholders

Citizens
Corporations
Ethicists

ISPs

Policy makers
Search companies

Search engine corporate social responsibility, google integrity, google ethics, search discrimination, social construction technology, search result media biases, search result media sources, mathwashing

Examples (unbiased search result news sources):

Balance: seeks to diversify the result sets provided by news aggregators (such as google news)
Newscube: web service which automatically provides readers with multiple viewpoints on a given news item



Description

Conscious Cognitive Dissonance
The development of products and services
that address the current bias that is build into

a personalized and/or predictive search engine
algorithm.

.: Tipping Point

I:é Positive Trend

Dark Search

The process of going “anonymous” online so
one can search without detection.

I:é g:l Positive & Negative Trend

Implications

There is an opportunity here to offer a higher level
tier search engine or search product that lets

the user curate their algorithm, allowing them to
build in sources that will challenge their current
understanding and perception of different topics
and issues. This could be a great opporunity

for policy advisors to help shape that offering,
making hard recommendations to companies

to not give up their main offering, but offer tiers
based on the users desired experience.

Political groups around the world along with
millions of people use the Tor network to search
for everything from cooking receipes to nuclear
weapons. Many of those who use networks such
as Tor do not want the state or corporations to
have the ability to analyse their search traffic, to
threaten their personal freedom and privacy, get
information about their confidential business
activities and relationships via search, cookies,
pixels and any other tracking mechanism individu-
al governments or organizations might be using.

Signals

1. Industry leaders in the media space are leaving
their jobs to create products that offer not just
balanced content offerings, but divergent;
consciously working to ensure people are reading
or listening to multiple perspectives to facts,
knowledge and stories.

2. The growth of services like DuckDuckGo and
Brave, search engines that doesn’t track people
with cookies who has had consistent year over
year growth for the last five years. (Hoffman, C.
2012)

1. The scale of Tor network which is driven with
the goals of preventing people from learning
browing location or/and habits.Tor is for web
browsers, instant messaging clients, and more.

2. The popularization of shows such as VICE's
Cyberwars and Mr.Robot.

3. Organizations like the Electronic Frontiers
Foundation and the Internet Defense league are
aligned with many large and influential organi-
zations who support the right to online privacy.
From Mozilla to Reddit to Open Media, there is a
strong support base for fighting legislation that
reduces that freedom, and is seen with situations
like SOPA and currently with Net Neutrality.

Stakeholders

Citizens
Corporations
Ethicists

ISPs

Policy makers
Programmers
Search companies

Citizens

Internet freedom
organizations
ISPs

Online security companies

Police
Programmers
Search companies

Search engine corporate social responsibility, google integrity, google ethics, search discrimination, social construction technology, search result media biases, search result media sources, mathwashing

Examples (unbiased search result news sources):

Balance: seeks to diversify the result sets provided by news aggregators (such as google news)
Newscube: web service which automatically provides readers with multiple viewpoints on a given news item



Description

Hand Over The Algorithm

The act of the network handing over control to
the user to define how much privacy they want
to give up.

L ] Emerging

E@ Positive Trend

Implications

This trend is one of the most nacent and one that
could help reshape how we approach privacy con-
trols across many tech based businesses. Silicon
Valley “knows” that anonymity isn’t profitable.
This has driven Internet monoliths such as Google
and Facebook to turn the Internet into a cog that
turns us into a real-time surveillance state and
George Orwell into an historian and prognosti-
cator instead of an acclaimed fiction writer. The
challenge here is the motivation to alter the user
experience from an opt out system to an opt in
system. Although advance messaging is imple-
mented across multiple services, that is merely
the acceptance of the data collection, rather then
opting into what is collected. There is an oppor-
tunity here to test some different tiers of services
based on price and access to test assumptions
and theories as to what citizens are truly willing
to pay for and how easily they will give away their
person data in the name of convenience and cost.

Signals

1. Initiatives such as the The Global Online Free-

un,

dom, which in 2013 set out to “"prevent United
States businesses from cooperating with repres-
sive governments in transforming the Internet into
a tool of censorship and surveillance, to fulfill the
responsibility of the United States Government to
promote freedom of expression on the Internet, to
restore public confidence in the integrity of United
States businesses, and for other purposes””.
Acknowledging the exposure internet companies
have to oppressive regimes and other companies,
namely Google and other search engines, they
propose empowering citizens to control their own

access.

2. Products such as MeWe launching in the face
of the Edward Snowden leak of confidential NSA
files such as PRISM which confirmed that the U.S
government was tracking a major portion of its
population.

Stakeholders

Citizens

Ethicists

ISPs

Policy makers
Programmers
Search companies

Search engine corporate social responsibility, google integrity, google ethics, search discrimination, social construction technology, search result media biases, search result media sources, mathwashing

Examples (unbiased search result news sources):

Balance: seeks to diversify the result sets provided by news aggregators (such as google news)
Newscube: web service which automatically provides readers with multiple viewpoints on a given news item



Chapter 5: Horizon Scanning With Trends Analysis

The varying and diverse trends that are directly and indirectly
impacting the search engine landscape are both inspiring and
canaries in the coal mine. Although we have seen technologi-
cal innovation similar to this before along with the evolution of
journalism and consumer privacy, which all weave together to
create the foundation of the new normal; the speed at which
the search space has evolved has made it a challenge for
policy makers and consumers to get a grasp on policy reform
and consumer advocacy. It is clear from the trends, there are
nascent trends that are working to take search to a deeper
and more thoughtful place. There are more mature trends that
are working to offer specialized search offerings; helping to
dillenate information so consumers can unpack a search for

wool socks from a search to find an eye doctor.

There is a major dependency on corporations to self-regulate,
which as we have seen from the fake news issues over the
last two years to the repeal of net neutrality in 2017, corporate
self-regulation may not always be in favor of the consumer
(Roberts). There has been a consistent drive from organiza-
tions like the Electronic Frontiers Foundation (EFF) to defend

civil liberties in the digital world. Founded in 1990, EFF cham-

pions user privacy, free expression, and innovation through
impact litigation, policy analysis, grassroots activism, and
technology development. They work to ensure that rights and
freedoms are enhanced and protected as use of technology
grows. In that process, they have fought regulation; mostly in
the name of free speech. Their work is important, but different
pictures often need to be painted with different brushes. As
the internet has evolved, the need for policy reform has as
well, which the government and advocacy groups such as the
EFF need to help; being as self-critical as they are critical of

the organizations they litigate against.

From services to combat companies and individuals manip-
ulating search results to influence voters such as “The Civic
Information API” which Google launched that allows devel-
opers to build applications that let citizens and voters know
about their political representation and voting locations to
search engines that have incorporated machine learning “fact
checkers” that generally do not affect the ranking order of
search results, but attempt to provide additional information
on the trustworthiness of the content, there is a concerted

effort to help combat some of the most challenging issues



Chapter 5: Horizon Scanning With Trends Analysis

in search today; much without any government oversight or
policies in place (J, Condlife). The trends show great strides
in combating many of the concerning trends with new and

innovative tools both consumer facing and on the back-end.

The most far reaching trend, the filter bubble, is affection
billions of people every day by serving up results of confir-
mation bias. This trend needs to be addressed with great
concern for fair and balanced news, resources and knowledge
being provided to people that gives them a true representa-

tion of the world their live in and the worlds around them.

Every trend has a unique marker, but ultimately, they all con-
nect to the user or commercial gain. It is those two motiva-
tors that have given us Google Translate or DuckDuckGo’s no
tracking policy. What we need to determine is whether one
motivator is out weighing the other. As the world and nature
needs balance, so does the world of commercial enterprise.
Further research to help inform and shape how search contin-
ues to provide superior services to consumers while main-
taining the rights of those users as long as non-commercially
invasive transparency would be very beneficial to society and

commercial growth in the search space.
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Participant Survey Results



Chapter 6: Survey Results

Chapter 6: Survey Results

To ensure the research is synthesized to create a holistic
picture of the current context in which we are using search
engines and the impact search engine algorithms might be
having on society, it was imperative to pair the previously
examined research methods of capturing the history of knowl-
edge storage, sharing, and searching along with the examina-
tion of STEEP-V trends with first-party research that provides
the first-person account of people’s understanding of search.
This was done by designing a survey that was deployed to
understand the base knowledge survey participants had in
relation to search engines and their functions. The survey
was also designed to better understand how different distinct
groups gather knowledge in 2017. The survey was designed
for and deployed to two separate groups: Digital Natives and
Digital Immigrants. For this study, we have defined millenni-
als as anyone born between the years of 1984 and 1999. This
aligns with the Digital Native and Digital Immigrant age desig-
nation. Because technology and search engines are moving at
such a rapid speed, which is clear by the number of product
innovations and new services being launched as seen on

the knowledge timeline, it was essential to understand what

patterns and trends might emerge by comparing the Digital
Natives and Digital Immigrants survey results. Is one group
more educated or apathetic? Is there a higher level of usage

among one group over the other?



Chapter 6: Survey Results

Apathy Or Engagement

It is clear from the participant survey results that millennials
online activity is increasing year-over-year. They are also
becoming more apathetic as they engage in more search-driv-
en products and services with a far less focused critical

lens. Key learnings show that Digital Natives search through
fewer search engine result pages than Digital Natives. There
is a moderate different between the groups comparing their
search results with other sources; with 74.19% of Digital
Immigrants versus 60.61% of Digital Natives comparing their
results with other search engines. Digital Natives are 6.17%
more likely to trust a search engine based on brand recogni-
tion. Across both groups there is a low awareness and under-
standing of how the technology generates search results and
tracks behaviour. There was a higher level of understanding
among Digital Natives as to what a search engine cookie was,
although the responses were fragmented and high level, aside
from a few participants who were fully educated on the func-

tion of a search engine cookie.

Do you compare results from different
search engines?

Digital
Immigrants
Digital 61% No
natives 6% Yes
74% No

19% Yes

33% Sometimes

7% Sometimes



Survey results when asked:

What is
search engine
cookie?

Search Engine Cookie (Generic)

A cookie is a small amount of data generated by a website
and saved by your web browser. Its purpose is to remem-
ber information about you, similar to a preference file cre-
ated by a software application. While cookies serve many
functions, their most common purpose is to store login
information for a specific site. Some sites will save both
your username and password in a cookie, while others
will only save your username. Whenever you check a box
that says, “Remember me on this computer,” the website
will generate a login cookie once you successfully log in.
Each time you revisit the website, you may only need to
enter your password or you might not need to log in at all.
(Gomer, R., Rodrigues, E., Milic-Frayling, N., & Schraefel,
M. 2013)

Digital

1EINES
42% No

58% Yes

Digital
Immigrants
51% No

49% Yes



Survey results when asked:

What is
page rank?

PageRank (Google)

PageRank is an algorithm used by Google Search to rank
websites in their search engine results. PageRank was
named after Larry Page, one of the founders of Google.
PageRank is a way of measuring the importance of web-
site pages. PageRank or PR(A) can be calculated using a
simple iterative algorithm, and corresponds to the princi-
pal eigenvector of the normalized link matrix of the web.
These ranked maps allow rapid calculation of a web page’s
“PageRank”, an objective measure of its citation impor-
tance that corresponds well with people’s subjective idea
of importance. Because of this correspondence, PageRank
is an excellent way to prioritize the results of web keyword
searches. For most popular subjects, a simple text match-
ing search that is restricted to web page titles performs
admirably when PageRank prioritizes the results. For the
type of full text searches in the main Google system, Pag-
eRank also helps a great deal. (Brin, S. Page, L, 1998)

Digital
natives
74% No

26% Yes

Digital
Immigrants
66% No

34% Yes




Survey results when asked:

What is
edge rank?

EdgeRank (Facebook)

EdgeRank, the algorithmic editorial voice of Facebook,
determines what is shown on users’ Top News by drawing
on different factors relating to the Edges. At least three
different components are key to determining the rank of
an Edge:

(1) Affinity. This pertains to the nature of the relationship
between the viewing user and the item’s creator. Here the
amount and nature of the interaction between two users is
measured. Sending a friend a private message or checking
out his or her profile on a frequent basis heightens the
users’ affinity score to that particular friend.

(2) Weight. Each Edge is given a specific ‘weight’ depend-
ing on how popular or important Facebook considers it

to be. Therefore, not every Edge gets weighted the same.
Some types of interactions are considered more important
than others. Arguably, a Comment has more importance
than a Like.

(3) Time decay. Probably the most intuitive component
relates to the recency or freshness of the Edge. Older
Edges are thus considered less important than new ones.
(Bucher, T. 2012)

Digital
natives
90% No

10% Yes

Digital
Immigrants
88% No

12% Yes



Chapter 6: Survey Results

Search As A Paid Service

Desire overall from both Digital Natives and
Digital Immigrants to customize their search
experience was low. When asked “What kind

of features would you want for search engines
and how much would you pay?”, most respon-
dents said they would not pay for search and
had very few recommendations for new or
different features and services. 60.1% of Digital
Immigrants wouldn't pay and 20% didn't know
what kind of features they wanted or what they
wanted to pay. 70.9% of Digital Natives wouldn’t
pay and 12.9% didn’t know what kind of features
they wanted or what they wanted to pay. A clear
apathy that comes through in the results, with
very few respondents thinking beyond using a
free search engine. Users seem to accept that
they are exchanging data for the free use of the

search engine.

$1-10

Don't know

Not available

Would not pay

0% 10% 20% 30% 40% 50% 60% 70%

What kind of features would you want for
search engines and how much would you pay?

Digital natives Digital immigrants

* Accurate data/results * Anonymity

* Anonymity * Fast searches

* Privacy controls * Trustworthy info
* No advertising



Findings

#1 Google

Wikipedia

School Database

Google Scholar

Friends

Blogs

Reddit

Siri

Others

Facebook

Hello Google

Research Gate

Yelp

Physical library

Wolfram Alpha

Score

0 for immigrants

0 for immigrants

0 for immigrants

0 for natives & immigrants

0 for natives

F

What source do you use to
search for academic work?

™ Digital natives

™ Digital immigrants

Generational Ties

Throughout the data, there were patterns that emerged that
clearly indicated there were changing behaviours between the
digital immigrants and digital natives. At the same time, there
were also results that, when compared, were almost identical.
Each group’s search patterns for where they search for news,
entertainment, and events were almost identical, while the
largest disparity was in which sources each group uses to
search when doing academic work. Digital natives use Google

Search and Wikipedia 2-3% more than digital immigrants do.
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Findings

All users share similar search
behaviours when looking up:

"~ News
- Entertainment

Events

Participants were asked to rank sources in

order to generate a score.

Questions from survey:

What source do you use to search for news?
What source do you use to search for
entertainment?

What source do you use to search for events?

Physical library, school database, Wolfram
Alpha, and Research Gate all scored 0. Google

Scholar has been omitted in this comparison.

#1 Google

Friends

Facebook

Blogs

Yelp

Hello Google

Siri

Reddit

Wikipedia

Score

0 for events

0 for entertainment
0 for events

o



Chapter 6: Survey Results

Influence

From a governmental oversight understanding Digital Immi-
grants score 10% higher than Digital Natives in thinking
government regulators influence search. Both groups clearly
feel their browsing history influences their search results,
both placing that at an 80% likelihood. Digital Natives feel
very strongly that advertising has an impact on how search
results are influenced, sitting approximately 20% over where
Digital Immigrants placed the likelihood, at 90%. This is an
interesting and concerning statistic, because Digital Natives
use Google Search for academic research more than they use
Google Scholar, Wikipedia, or school databases. They appear
to fully engage with the understanding that their search

results are biased by advertising.

Although there is an understanding of what influences
search results, there is no indication in the survey results

to indicate there is a desire to use products or services to
help them generate more unbiased results. Of the different
search engines on the market today, there are very few that
don't collect or share your personal information. DuckDuck-
Go is a search engine with the most market penetration
among search engines that do not track your personal data.

Launched in 2008, DuckDuckGo focuses on providing smart

search results without tracking users. The company relies on
free and open-source projects along with private funding for
sustainability and growth. Part of the company strategy is to
support communities focused on open source software and
services, donating money to such groups as nginx, FreeBSD,
Tor, Clamwin, Tahoe-LAFS and OpenSSH. For more timely info
(and more reader-recognizable groups), check DuckDuckGo's
2017 contributions:

https://duckduckgo.com/about. After DuckDuckGo hit more
than 5 million searches on February 26, 2014, Apple included
the search engine in Safari with the launch of iOS 8 and 0S X
Yosemite; Mozilla added DuckDuckGo as an add-in option to
Firefox and Firefox 0S. In February 2017, DuckDuckGo reached
15,106,357 searches. Even with these major milestones and
consistent growth, 74.28% of Digital Natives either have never
heard of DuckDuckGo or they don't understand the difference
between this and other search engines. Those numbers are
similar for Digital Immigrants: 79.41% either never heard of
DuckDuckGo or don't understanding its differentiating factors

from other search engines.

In addition to DuckDuckGo, there are other browsers on the

market that aim to provide transparency and community focus.



Findings

Web browsers such as Firefox has been available since 2004. Do you know the difference between

In their first year, Firefox was downloaded over 100 million DuckDuckGo and other search engines?
times (Mozilla, 2005). The most recent addition to the priva-

cy-focused web browsers is Brave. Launched in 2016, Brave is
a free and open-source web browser launched by the Brendan
Eich, co-founder of the Mozilla Project and creator of JavaS-
cript. Brave blocks intrusive ads and online trackers to provide
a faster and safer web experience. Unlike traditional browsers,
Brave has a built-in ad-blocker which reduces page loading D | g Ita I
time, improves performance, and guards from ads infected . D | g |ta|

with malware. On the desktop, Brave provides a 40% to 60% N at Ives . .

speed increase compared to other ad-enabled browsers, and 45% I've not heard Imm |g ra ntS
a 2x to 4x speed increase on mobile devices. Mobile users see of DuckDuckGo 45% No

a direct reduction in both battery and data plan consumption.

Brave also protects users with leading privacy and security

29% No 31% I've not heard
of DuckDuckGo

features such as HTTPS Everywhere (encrypted data traffic),
fingerprinting shields, phishing protection, malware filtering,

and script blocking (Brave, 2016).

26% Yes 24% Yes



Do you think search engine results are influenced by the following?

Browsing history

Page rank

Advertising

Government regulations

Other (please specify)

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%  100%

[ ] Digita| natives Examples when respondents specified “Other”:
“Companies paying fees for higher placement” “The #1 factor: name of document.

u Dlg ital Immigrants “Not sure” Fucking stupid, right? But true!”
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Trust

Both Digital Natives and Digital Immigrants are highly trusting
of search engines, with Google being the service most trusted
service by both groups. Chinese search engine Baidu holds
the lowest ranking. DuckDuckGo ranks second last, most
likely because people are not familiar with it. One respondent
who was an expert user indicated they use StartPage, another
privacy-focused search engine that predates DuckDuckGo; it
was founded in 1998. Originally named Ixquick, the compa-
ny renamed the search engine StartPage and launched it in
the United States in 2009. Ixquick was originally built with a
comprehensive user data storage model. But the company
never wanted to extend its services beyond search, so in June
2006, the company purged its databases and retroactively
deleted all IP addresses and other stored search data. Ixquick
began deleting all new IP addresses within 48 hours. In Jan-
uary 2009, StartPage stopped recording IP addresses at all.
StartPage has optimized its search processes to guarantee
privacy and ensure the search engine never collects personal
data on users. StartPage also ensures that user search data
is not collected by other parties. StartPage is the only leading
search engine to offer Secure Socket Layer (SSL) or HTTPS

encryption to prevent Internet Service Providers (ISPs) or

unscrupulous WiFi providers and hackers from eavesdropping
on users. In recognition of this unique feature, StartPage’s
parent company, Ixquick, received the first European Privacy
Award from EU Privacy Commissioner, Peter Hustinx, in July
2008. Since its inception in 1998, Ixquick has grown steadily,

primarily as a result of word-of-mouth referrals.

The complacent and apathetic nature of the relationship
most respondents have with search engines is disconcerting
and must be taken seriously by stakeholders such as policy
makers, ethicists, behavioral economists, designers, and
programmers. By the design of each element of the search
experience, the power to shape our expectations of the search
experience is used to educate or placate users. From govern-
ment oversight to educating users about the true architecture
of search results, the lawmakers and those governing have a
responsibility in the monetization and governance of pub-
licly accessible media sources to ensure users are not being
unknowingly manipulated. By nature, humans will take the
path of least resistance. We become comfortable with prod-
ucts and services that imbue trust through marketing, market

penetration, and convenience.



Chapter 6: Survey Results

In conclusion, the survey results provided perspective as to
the predominant and underlying issues that could impact
societies relationship with search. The growing apathy of
millennials is not surprising, with billions of people of all ages
giving up their identities, personal data and most private
secrets in exchange for the convenience of following a friend
on Facebook or searching for the best ceviche restaurant in
Santa Monica. Where the apathy is concerning is in people’s
right to transparency and understanding of where their data

is going and what is being done with it. A trove of consumer
data can be used for corruption and illegal activities in the
same way a blueprint for a bank vault can be. Our data is

as valuable as that blueprint, but the fragility of that data
doesn't seem to resonate with consumers; even when you
have a situation such as the Equifax breach, where 143 million
American consumers whose sensitive personal information
was exposed in a data breach, one of the nation’s three major
credit reporting agencies (Gressin,S). This apathy increases
the younger the person is, as privacy is often not considered a

major concern in their lives.

Moving beyond apathy, the convenience factor people love so

much with online and mobile search does not translate into

a motivation to pay for their services. There was almost no
desire to pay for search s<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>